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(57) ABSTRACT

This disclosure relates to a symbolic containment firewall
that evaluates and governs natural language transactions
betore they modily state in downstream computer systems.
Incoming text 1s associated with a configurable domain
proflle and normalized, and heuristic features such as
entropy, anchor coverage, omissions, and contradictions are
computed. A model adapter obtains a model assisted struc-
tural stability score, and a symbolic containment engine
combines the heuristic features and model score 1nto a
containment stability score and containment stability label.
A decision stage selects a pass, block, or escalate action and
may generate refactored text that satisfies domain profile
requirements. For each transaction, the system constructs a
canonical audit object that captures the input, context,
analysis, and decision, computes a cryptographic seal over a
deterministic representation of the audit object, and writes
the sealed audit object to write once read many storage that

gates downstream execution and enables later verification of
containment decisions.

20 Claims, 8 Drawing Sheets

Releived Reauest
(Inpue FText + Context)

RS S S S S S S S T S S S i

42

IR S TR S S S S S S S TR S S S S S S S )

Lontext Morma2i2aion
[Ancnor Extraction)

----------------
bbbbbbbbbbbbbbb

'''''''''''''''''''''''''''''

|
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb

......................

Pl
."""""_'".""""'.‘"'""'"""_"'."""""_"'."""""_"'""""".‘""‘"""‘" .

Rationala Ganeration
Expiainabiiity}

a
HHHHHHHHHHHHHHH

T S T T S i B S

&6

LI B 1 LI TN B B T L B B \‘:‘:‘:‘:‘:‘:‘:‘ ::::

e o e ke e e Ak e ek a aeaa -

Reflection & Refaltorne
{Self-Correctinn)

IIIIIIIIIIIIIIIIIIIIIIIIIIIII

I" I" I-‘ I" I" I" I" I" I-' I" I" I-' I" I" I-' I" I" I-' I" I" I-' It*-

Wwarning & Decision
{Pass/Block/Tacalate’

''''''''''''''''''''''''''''''''''''''''''''

AD Copstruction, Seaiing, and
Facz-Fath Write

.......................

Wirite 1o WORM Letlger

Ry A St {frarnitahble Log) SRRREEEEE 7o |
; 1 75 . |
] . l*.- |
Pass T T T Slock
; i
b |
I " |
S Respunse to Client 48
— 72 {78 —

llllllllllllllllllllllllllllllll

llllllllllllllllllllllllllllllllllllllllllll



U.S. Patent Jul. 7, 2026 Sheet 1 of 8 US 12,675,513 B1

i

]
oa o

ST T T T T T T T T TN T T YT TTT YT TTTT TN TTT T T T TTTTTTTSTTTT ]

Client f User
input)
12

‘= y-Fy-y-Fy-yy-g-y-§-§-§-§-§-§-§-§-§-F§-§F-§-8§¥ -+ -y -y-§-§-§-§-§y-y-§-§-f§-§f§-§-8¥-8f¥-§-§¥-§-F-§¢
L e T e P T T
m h e rrrrrrrrrrlrifrrrrrrrrrlrrrrrrr e rririr

Downsiream
Systems
{D8/0ps)
26

_"-‘:4-':l-':q-':_'l-':4-':1-':_'4-':l-':4':_'l-':4-':l-':_'4-':l-':4':_'l-:4-':l-':_'4-:l-':4':_'l-':4-':l-':_'4-':l-':4':_'l-:4-':l-':_'4-:l-':4:1:#':1:4:1-':4:1:4-':1:4"' *
= & bk kb kbrFirbririrFbrirFirErbfrirEFrEirErfrEerEreieEerlrbrEirEbrEirEfEfErEerEeE~©FEDrE

drod
a

N

w'a

1 '
P Y
| ]
o

]
i
¥
4
]
-

|

E’

x,
Yy
L
LB :‘
Kt

h

dod.d.od.d.d.dl.d.Jd.od.l.d.d.d.dod.dd o dod ALl
Y YT N

N N N N N N N N N N N NN

" i dr ke d dr d ok d ek d ok d k ar k

L)
L ]
o

il i il gl il i gl i i i gl i il i i

l'*

HTTPS POST

"I' T T T T F¥F *F Y ¥ Y T TYF YT TTYFTYTTYTTYTTYTTITYFYTTITFTTITITTITITETT - TF *F *Y *Y T T T Y T Y ¥ T Y ¥Y ¥ Y TYFTFTEFTYTYoTEFITYTFTYITYoTETIYTYT T T TETTT T .;' -
. o
Al th‘I
a hl"
il hl"l
a L*J-
il hl"-
e e e Al e el e e e e e s e e e s e L e e e L e e Ry L hl"l-_ R e e L e e e e e el e e s e el e e el e e e e e e e e L R
1 R A . [T ' LA
: - ¥ ~ e - b : o
4 L 1 - [k
A . ) - . . N [ . .. . . . T
o -y 'Ii ] ] * b B = oy
_i . ‘ "*._ .I . ‘-. . . - n i‘*._
. H . . 5 .,';r.. .I t*a_. 1 . . . ; ...‘ri_
i . . ' - - . . . . . . . Y A . .
! = - } :i*l_ L '|" - " - . . e B ' .,‘,,:.
i Hohl a : r : ; !" . F n .- ! - BT . 50
4 L 1 - [k
5 , o g . E ; E ‘} % 3 "y, i . ' . o o
] 5 . . . . . ¥ - - . [ ‘,._. Y . l-‘lr.-
Ty ¥ o ' . 1 har"'— ) i
4 = :li Tt " 1 ol t = ! ’ .
.t b - . A - [l . . .
L] L) 1 X - |t 3
1 . ok - - n . } B [ ..
3 i I Ly L - - o
v b - . - ] LWL
: . i ; L5 L - L e o
A Negpllegplieglegrliog! - . - .. Y aplegpliegpliegpliegel Ml
L] L) 1 X - |t 3
- ¥k - - ﬂ I [ .
4 L 1 X - [k
s b - . . e L] L ]
L] - . 1 X - [
. b - - bt ] b Y P
! L L] 1 ¥ - -
C e e e e e e e e e e i e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e - . W e e e e e i e e e e i e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e R
S o el et et Ot N el et et e e el e et N el el et e e el el e O el el et et e e el el e et N el el et e e el 1 X - SO e el el el e el el et e el el et et e e e et et e el el et e e el el et e e e e e e el e
T -bl*l*l*l*l*l*l*l*l*l*l*I*l*l*l*l*l*l*l*l*l*l*l*l*l*l*l*l*l*l*l*l*l*l*l*I*l*l*l*l*l*l*l*h. T -I t*:'. . b'l*l*I*l*l*I*l*l*I*l*l*I*l*l*l*l*l*l*l*l* *l*l*l*l*I*l*l*I*l*l*l*l*l*I*l*l*l*l*l*l*i*i k.o
il hl"l-
a L*J-
A Ay
L hl"l-_
- -
B R
= & bk ke rrrrrlrrrrririr F k- rrrr e r ek k-
....J.-‘.....‘.-J.....J.-‘.....J.-J..-..‘.-J.....J.-‘.....‘.-J.... J.-‘.....J.-J..-..‘.-J.....J.-‘.....‘.-J.....J.-‘.....‘.-J.....J.-. ..
] P
1 .
] i PLALE
P " : i . N K . .:*.._
K| Tt . ok
4 . :4_:_ : - l-:lri-
- » . . . : : .
A . . [ | '.*"I' . .,‘,r..
-: 1 ﬂ a . S E c‘ e ) . | | .:*: _T :'*:"r "'"‘I"I"I"I""I"""""""""": LA A A AN N NN Ir*r'r LA A A AN :*:'_ .
. . . '!-" u..ip B P [ ) b
A e e -t sttt -
i LA
. | ]

L T N e N N T T T T T Tl -
L NN L N L L L L L L L L L e L L L L L L L B L L L L N N

B e e e e e i N
B R R R T i T T Tl e
FTTTT T T T T TTTITTTTTTTTTTOT -r-r.-r-r-r-r-r-r-r-r-r-r-r-r-r-r-r-r-r-r-r-"_
L] L
- 1]
i L
- | ; L
- ) L »a .
A " H E’ i '.J'J" T A R R R R R R R R R R R R R
: L - li..g hg l:a-: .
] L .
-L | el [ L]
e ‘*‘, .

el e el e el et el el e e el e el O e e el )
l*l*I*l*l*I*l*l*I*l*l*l*l*l*l*l*l*l*l*h*l*\*

L ol e el e el e e el S el el S e el e e )
" "H*h*l*l*l*I*l*l*I*l*l*l*l*l*l*l*h*l*l*l

B i N

Bl e i e

i Model Adapter
Abstraction

R N R b Nt N N b B N R N R e RE R NE R NE R N N M M RE R R REONC REME BE N MM
AR R R R R R R R R R R R R NN N NN MY NN NN

»

EaE il gl i i

.
"
L

.

18

e et et et e e e #?4
11"\*'1"\*\ l~*~ '~*~ l~*~ "\*\" ¥ L] L] *~ 'l.‘ L]

r l-*.l-*.l-* l-“.l-.h l-“.l--h l-*.l-* l-“.l-.h l-“.l--h l-*.l-* l-“.l-.h l-“.l--h l-*.l-* l-“.l-.h - -

External LLM
Claude/GPT)

B i i o )

E N I I R I B L B B B Bl R I R N L]

SN e W e T e e e e W e e e e e e W W e e e e e
= a2 3 &% 3 % 3 % 3 % 3§ 3 h 4k 3 % 3 &% 3 & 3 % 3 K 3 ko K gk 4k a3k o oa K o



U.S. Patent Jul. 7, 2026 Sheet 2 of 8 US 12,675,513 B1

R

prr il e e D v T S S S D

]
]
]
]
]
]
]
]
]
]
]
k
b
]
]
]
]
]
]
]
]
]
L

’ ';f;.l.l.l.l,l.l.l.l.l.l.l.l.a.

ol A by S s ar A A oA

LI N N T
h#i-"l-"l-"."ﬁ'ﬁ‘.‘.‘b‘b‘.‘b"ﬁ‘i‘qﬂ .

L]

Y

;5 )
> 8

m rﬁ'

"

<3,

. ;'r.Jr'#.Jr‘#.#.J!.Jr'#llr.#.lr.#.lr.lr;i._'

-
r Ly
C ok -
! b
] [ ] .
! I
b e
] B i -
b b ]
b o
X gk s
4 L.l’ ,".J"_' .
* Fxe Bk -
r % & . ; S =y
. ] . . - . . L . .
: L iy l- {Mt***--.-.-tll_f.mf‘ﬁ—"'t**‘--.-.-:rinn:.-.-:-.F:_"'t.‘.‘-:-.-n:--.--:.-.-:-.‘:_"t.'**‘----.-l:ln..n:.-.-:-.':—'.'tt**‘--:-.-:rln.-:.-f‘ﬁ—'—tt***----.-f.mf—ﬁvght'*"@ - - IR L LI PP R N L N R
! "f 1 xl. =}
-k { b ! ; [
. [ ] o .k—'{
b . 4 [l -
. - I
o i [t * '/
[ . e g e
. I L
b wa :
k s
4 I ]
b W
] |_C
H bt ]
Lk
k

“u
~
'1;1;1;1;1;1;1;1;1;1;1;,;,;,;-" ;
L] [ I
N N N R NN N NN N
¥ .'l.l.l.l.l.l.l.l.l.l.l.l.l.l._llfr:' .
F [t
I
] 'l-l‘*l.
4 [t .
I
] '.-I‘*I.
’ 'fl'- .',..*.' i
4 [t
L | 'h
4 ) o o,
CF
[ " - . i
- I
¥ O 3 . . By
P g TL aty" -
- } - l‘ [ h““ﬁﬁﬁﬂ‘ﬁ’fﬂﬂﬂd*hhhﬁ'ﬁ'&'—‘-‘-‘-‘ﬁ.".ﬂﬂﬂdhhhh-ﬁ'ﬁ'ﬁ'—‘-‘-‘-‘-ﬁ"ﬂdhhhhﬁ'ﬁ'ﬁ'ﬂ.‘.‘l‘n‘ﬁ!f.ﬂﬂﬂdhhhh*'l'i'-‘-‘-‘-‘ﬁ"’ﬂﬂdhﬁh -y Ey R g g - " LN O .hbh e ol bk Nk N Sy W, Wy, SR gE g g ol owl e e h*h“-‘-ﬁ.‘ﬁ'f.‘ﬂﬂd‘bhhhﬁﬂ'ﬁ'—‘-‘- Eal o A
] » !
t e \ )
b .x i - .
4 [
-
F ] X - \\.
I
r o Lo o,
P .
4 E:r [t
[ ] bl
F [t
I
k [
.
4 [t
I
] B
k F-Tl.

Lol o B L L B R B

I R I R T I I R T T T I T T T, U S S S ST S S S S S B S S S S S
4 2 - ~, 00

111111111111111
LI
‘**l‘.l#lﬁllllllll
™=

3

O

-
EER
o

L

Na

e
i . -
. ...'r*ll_‘-Il_‘-Il_‘-I_‘-I_‘-I_‘-I_‘I‘-I_‘-I:‘-I_‘-I_‘l_‘l!#*:.

Profife
2

1
1
1
1
1
1
1
1
1
1
1
1
1
1
i
e
)

o= 8. § § % 8N 8§ % 8 N 8% 5§ 85 5 7 °
aiaalelalelelalila D la el lela

Normal
25

e e e e e e e e e

ngress
4

.................
LN N N N

T 'rlr*i-"l.-"-.-"b‘.‘b"ﬁ'ﬁ"ﬁ"ﬁ'ﬁ‘b‘b‘i*# "

‘E EE T ETTETEETEE .

O m

a8 = -
. v
. 'r_.l'_l‘_.l‘_I',-I':l':l':l':l':l':l':l':l':-l':* i

W dr dr kr d dp ke ke dr ke ok dr ko don -
.. "lJ_"a-"a-f'1-‘;‘_"i‘;f'i‘;f'i‘;fﬂiﬂ"f#:-

L
L
s

)
iy iy
s
“Ta

[

iy i
e

LR M N N N W NN NN
in i

[
L300 3t o

el &

N

)

. . .
Frsswsyhmbsir s rsryrsrsrrrsarrrnAaAarddrsrrrarrrssr sy A rg rsrrr s a T s e AArd Y rarryrsr s r s T TR R A A A Y r s s s r s FE TR e A A Y rrm s s s TR e AAr A Y r ey r T r Ty rF s TF R Y A A Y sy
. .

e

h .

i e sl - i - sl - s sy e s

ip iy i iy
“Ta

"'"".'- L L g
" mm

-w
W
S

- .""'\-.Hl
.- “1,
| N
mr
-
B .
mx f\-\
B

[

L R RN
Ty

i
I
! .
]
!

Tbady, | daladk Aalar plaks  cadkaky  chadgak

1“-‘

.

& = H
e b
I A H
F*i.‘-ddﬂﬂﬂfuﬂhhﬂllilil-l'--l-iqii-i-h--.-'--rlrﬂl-l-‘llili-dd-#i-i-h-v--hl-l-lll-'--l-iqii--h-u'-.'\-rlrﬂl-l-lll-'--l-i-i--h-u--rlh-ﬂl.l-illl-l--l-il-ii----v--rirﬂl.l-iiiidd#-—avuﬁﬁhﬂll-lliiidd#ﬂ; oy omy Bl W " m ‘l.l.l-‘ll'H‘:‘-l-ﬂ‘_' """': ok ook ool sk ok oy my my oy W
B - . . . . . . .
it -
e ".\ v
iy -
Pl g SN
g
'
h .

.

-
i

747
adas Aalad  phala  calaky balal.  Galad halas  alads

L N
i
Ty

{
..__...._.-.__.._.........4.4.1.
f

O o o e

i
|
i
i
I
!
|
i
i
!
|
{
I
|
i
i
i
!
|
{
!

.
I.{*.- - 'l‘
[t . T
k) - B
'l-l'*- L L
[ J i Lﬁ
[ . H
. LI
. :
- Lo
.'.|-Jr-. -
'l-l'*-. T i
e e o o o N N R I e e L L T R N I I PR PR N T I N I R P R et e, S ) R PR N e erw e . LR I R L B I B i L LR I I R R R R R I J o mtm e
L .
wle . o i, . : . -m .
Bk . 0
I ]
e
ot 3 .
B i L
e r,
Sy h"‘":l ]
| C
.l}*-_ § WA m
N
b u
[ : d
h .
|
h

oy
e
.

IJr_'

-
]
)
-

s
oy
"y
oy
o
[l
e
oy
"
oy
e

L

iy dp iy

[

N
e

ip dp e

Py

ok

M chemr=—rr—u- bk E R SRS er-rr b i L N W]

R g S Sy Sy g S S Sy N S S Sy S Mg S OGP SR Ny SR S SpE Sp ST Sy Sp SR Sy SR S S NP Spe Sy NN Sg SpE Sy Mg SN Sp S Sy SpE S SpE Sy Sy SR S Sp Sy SgE SR Sp NP SgE Ny SgE Sp Sjm Sy Sge g op Sge Sy Sgm g Sp Sy Sy Sy S SpE Sy Sy U S Sy SpE NpE SgE Sp SpE Sy Sy SN Sp SgE Sy SyE S SpE Sy Sy Ny S Sp Sy Sy SgE S Sp SpE Ny NpE S SpE Sy Sy SN Sp SpE Sy SyE S Sp SppS Ny SN S Sy Sy N SR Sp SpE Ny SpE Sg SpE Sy Sy Sy Sp SpE Sy SyE S Sp NP S Ny SN Sp Sy Sy NgE S Sy S Ny NpE S SpE Sy Sy Sy Sp SR Sy Sy S OGP Sy Sy Ny SN Sp Sy Sy NgE Sp Sp S Ny SgE S Sp Sy Sy Sy Sp Sp Sy Sy g Sp Sy SgE NpU SgE Sp Sy Sy SgE S Sp SR Sy SpE S Sp Sy S g SN Sg Sy Sy SR Sp Sy SpE SpE SgE Sp SpE Sy SgE Sg Sp S Ny SyE S SgE Sy Sy SR S Sp Sy S Sjm Spw Sy Sye Sy SgE Sp Spe Ny SpE S Sp SpE Sy Sy Sp SpE Sy Sy Ny SN Sp Sy Ny SN Np SpE SR Ny NpE N MR N Mg o o g e e

LOCK/ESCA

b ol e e I S RSk dcr-s e R RS SRR SRRl ey iR RS ER RS - iii-r-r-r-—ri—*b--.-.----.ii}-—-r—r-—rb*b--..l
L]

\ {; — ' ..

) W)

S

LN
g g
F)

>

N R
S

R
o)

+

oy
.

q-q-q-q-h:q-
AT T LT,

[

e ey

i mpr sl mpr sl mpr e - sl e s g sipe s s g s e s s s e s sy s - s -

“m " e e o EE E e EEE R E R RS s rE EE E s EE e TR R R S Y e T E e e R RS e s T e EE e e e S s e EE e EE ekt e e E o m ommom ewmw et s eErs s s RSrt M s r s s s s e e e

I';"""""""" L ]

*.-'-h'-.‘-'-'l.ﬁl".l'-'-'-'--'------hh‘-'—‘ﬂ--‘-f—'-’
Ll

ip dp e
Ta

PR R
iy i

i R R

[

.
-
[ et
ST
[ et
e )

iy
.

LR W N ]
ip iy dp e
e
e e

[

R
LI 0 3t S

iy i

-'-.'.'.-.dduv"h‘-‘--'..‘-'.-" . 1'..M..Ju'dv & d .S S Ak el

[
B
- i

)

u‘} }“du‘uvwh‘.-‘--'...i..“Ll'l.l"l""h'ﬁ..‘l.l".‘.'."..--'lll.r'u"-h".-‘-.-‘I‘-‘I'...-'.-u'l.rv'"hh-‘ll‘.'..‘-'i ol e e

iy i

[ ]
™
X

m

iy i
Ta

»
iy
x x xk

[

>
.

B
[ o L
[ LS

-

e
-,

x -

i dy

3

ip dp dp iy
P
T

iy dp iy
R

[

[
¥k ke ke

e wr s I e ik ool nir omh ok L .-..._*iﬁi---1rﬂnr--hﬁ-...-‘i---llﬂr-—-'ﬁ-h...‘*i‘i---'!rﬂnr--ﬁh--.i_*i‘i'--'|r'|-lr|r-'-bh-..ii.ﬁ‘i-q-—-—-'h-hbi.‘*‘ii--1rﬂnr--hh-bi.‘*‘ii marsr e m e o s e & & o e wmsrvmmer s bl h Gk dwwwirra e m e bl ol b ol ek ook sk

P R
S

iy i

-
.
[P
.
-
[N
.

ST e
.

>

s

[

ip iy dp e
Ta T

Jr:r"-\-:r_:r-\-:r:r

iy i

)

sy sk s g g sl s i s sl s slpr smpr s - wipr: sy sipr sy sl sy e sy s sy s sy s e s sy s sy s sy s e s sy sy sy sy s s e s s s sy sy sy s e s e s sy gjer sy sy s s s sy sy sy sy sy sy i s s sy sy spr s e s e s sy sy epr sy - s

1

WA R R R by iy s, B b e e R R T ey e, Bl R R T TN Ry e, B e R R T gk, Bl e Y AR R iy, B bl E o gk B T by s, Bk R lii.lbhi‘hll.lﬂﬁ#aruri o by, Bk A Rk R iy, B ke e AR iy b, Bk b R g

~r

i
S

"EECEERWy
i

[

.
Lo
LN
e

iy
.

Iy g
)




U.S. Patent

Pass

Jul. 7, 2026

e e A A A A A A A A A A A A LA LAALAALiALsLAsLLLiiasasss

{input Text

L R R R R R R R R
T [ kb*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b

Sheet 3 of 8

42

)
b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b*

B T N N I N O N T I I A A S A A A T T T S I I S D T T SR I IR S A

Received Request
+ Context

Context No
(Anchor &

i-L-L-L-L.L.L-L.L.L-L.L.L-L.L-L-L.L-L-L.L.L-L.L.L-L.L.L-L.L.L-L.L.L-L.L.L-L-L.L-L-L.L-L.L.L

rmatization
xtraction}

e o o B S R o i e o i i e o e o e o o e e

Scoring

Heuristics + Model Check

Engage

e o R T
L L L ML N L L L L L N NN

R aa—am

Rationate
Expl

s

rrr X FEEXEREEEEELSESEEELELY L ELELEELEELR

L el e el e e
L] L r L F ke r el lrlrrrr e r b

L P L N L L

e e e e e
r

+¥fffffffffffi'i'i'i'fi'i'i'i'i'i'i'i'i'i'i'i'i'i'fi'i'i'i'i'i'i'i'i'i'i'i'E‘ifi'i'i'i'i'i'i'i'i'i'i'i'i'i'i'i'i'i'i'i'i'fiffiffiffffffffffffff
r

seneration

)
L0 L AC L DE N NURE L DE S URE L 0 NE L DE R A L N DE N M L L LN L DL N L N

T

e e e e e e e
r L r r L r r L r r L r r L r r L r r L

T

L ol I B B I B B B B I B B B o B B B B B B B B B B B B B B B B I R

I N EE AE N SN SN AN S SN AN N N AN AN AN N AN AN SN AN AN SN

e e e e e et e e e e e et e e e e e et e e e e e et e e e e e et e e e e e et e e e e e e e
. 1bb"l* *b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b* *b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*l

Reflection & Refactoring
{Seif-Correction}
60

L) EC e e e e )

F rrrrrrrir F F'rrrrbrrbrbrrbrbrrbrbrrbrrrlrlrrrlrrirrrirhk

e N N N NN NN NN NN XN NN NN NN

L]

L]

L]

¥

L]

L]

¥

L]

: L]

g :
: . : e
. . . "

. . *

L]

¥

L]

L]

¥

L]

L]

¥

L]

¥

dp dp dp dp dp dp g dp dp g g dp dp dp dp dp dp dp dp dp dp dp X m

dp dp dp dp g dp dp dp dp g g dp dp dp dp dp dp dp dp dp o dp dp ok w

¥

F e A e e e

e e e e e e e e e e e Y e T Y N N N Y N

L R e e e e e e e e e e e e e e e e e e e R e e e e LR
1 n
' e
1 ¥
1 . -, L -» .,"
L ]
' Warnin PIedision
l . . . "*
! : . =
1 "-4‘
l . - "*
N . L . . .,'4.
M . . . ','4.
1 . ' . . . . .,'*.
N P . . . .,'4.
M r . . ! . ','4.
1 "‘*‘
1 "‘4‘
1 "-4‘
1 "‘*‘
1 ’ "‘4‘
1 "-4‘
1 A [ ] ‘4'
1 "‘4‘
1 "-4‘
L
. bJr:4-:4-:4-:4-:4-:4-:4:4-:4-:4-:4-:4-:4-:4-:4-:4:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4:4:¢:4:4:¢:4:4:¢:4:4:¢:4: f:4-:4:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:4-:#':4:4:#:4:4:#:4:4:#:4:4*4-:
- b b bk b b bk kFhFh FhFEFE F bk bk hrhFhFEFE F bk | TN RN T NN RN N BN N BN N RN F b bk hFh FhFEFE F bk bk kR F ko
T T e T T T T T I T T RN A I T P R T R R I e N N T T e

{Canonicalizat

| N N N AN AN N S AN AN N SN AN N SN SN SN S SN AN AN N A AN

)
ﬁ
)
.
")
)
.
")
)
d
")
)
.
")
)
.
")
)
.
")
)
.
")
)
.
")
)
d
")
)
3
)
.
")
)
.
")
)
3
o

AQ Consstruction, Sealing, and
Pass-Path Write

B o o e i i m m m  m  m m im i m o i m mm m im m i m i m 1 m i

ion + Hash} 70

S A A S S S S A SR R S S A A SR S R S AR A S S am ol
N AN N N N NN
eI Nt N At Tt e e e e e

T
L
T
L}
T
L
T
L
T
L}
T
L
T
L
T
L}
T
L
T
L
T
L}
T
L
T
L
T
L}
T
L
T
L
T
L}
T
L
T
L
T
L}
T
L
T
L
T

"
:
")
)
3
)
.
"
)
.
3
3
)
.
")
)
.
")
)
.
")
)
.
")
)
.
")
)
3
)
.
")
)
.
")
)
3
)
et

NN A am am m am am am am oy

3

|

it

1 N EE am E aE aE S am s s o

- 1
-
B!
]
L ]
o
]
L ]
o
]
L ]
o
]
L ]
o
]
L 1
o
]
L ]
o
]
L ]
o
]
L 1
o
]
L ]
o
]
L ]
o
]
L ]
o
]
L ]
o
]
L 1
o
]
L ]
o
L, ]

Write to WORM Ladger
{immutable Log)

B e e e e e m e e m e m m m m o T m o £ m m m m m 7 m e m e

e e o o o o o
LA R A AN NN NN,

76

o
‘I
L 1
o
'Ill
L 1
o
'Ill
L 1
o
'Ill
L 1
o
'Ill
L 1
o
'Ill
L 1
o
'Ill
L 1
o
'Ill
L 1
o
'Ill
L 1
o
'Ill
L 1
o
'Ill
L 1
o
'Ill
L 1
o
'Ill
L 1
o
'Ill
L 1
o
'Ill

L A o o o T

T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T
T

fZ

Response to

L 1 1 1 3

L o o
LN N ML N N

il
-m_-l'

r
N Nl N N T N N M L B o N e e )

LN L C N N L N L L L C L N L N L N L
L] r

78

L]
¥
L]
L]
¥

]
el et el el el et el el e el el el el el el el e )

L] F ek F

R N NN NN NN NN

e R R R R A A R R A A A A A A R A A A A A A R A A R A A A R A R A A A A A A A A A A A A A A A A A AR A A A A AR AN R A A AN
SO0 0 0 B e N e el e N o N N el Mt B e N e el

oy

Fo g
T
.

pdp el
T
s

r
3

)

o -

Ey)

dpdp dp g gy ey

dp gy dp dp g ey w
g i i

F)
F)
¥
F)
F)
¥
F)
F)

¥
F)
F)

)

US 12,675,513 Bl

|:



U.S. Patent Jul. 7, 2026 Sheet 4 of 8 US 12,675,513 B1

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

PK: recordid

Tinestamp
actoridentity
oo . — | E inputPayicad {text,ctx}
DOMAIN PROFILE P containmentAnalysis {score,
P 5 Habel, rationale}
decision (PASS/BLOCK)

-

.....
ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb

HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH

{minPassSeore {e.g., 80}
iblockScore {e.g., 40)
raquireganchors
iforbiddenPatterns {]
EscalationPolicy

Governs

.....
- -
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb

]2 | PK: recordid

: Timestamp
e actoridentity
5 inputPayioad {text,ctx}
containmentAnalysis {score,
{abet, rationale}
gecision {PASS/BLOCK)
cryptographicSeal (SHA2586)

.....
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr
*****************************************************************************************************************************
hhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhh




U.S. Patent Jul. 7, 2026 Sheet 5 of 8 US 12,675,513 B1

somsss s s s s s s S s S s S s s s s s s S s s S S S s s S s S S s s S s S S s S S s s e s S S s s S S s S s S S e S S e e S S S S e S S e S Sy

T R R R R R R N

I-‘I-"-I-"I-‘I- L R T R R R R R R R R R R R R R R
D a0 e o e e Do e e e el e et e e e e e e e e e et e e e e e el e e e et e e el e et e

L
& B
& B
an I
& B
& B
4 I
4 B
& B
o
"
an I
4 B
& B
an I
& B
& B
#l
#F
N N N N N T

invoice payraent reguest text:
Please pay the outsianding invoice for
Acme this week 36

'.-.L..‘.‘...‘...J.‘.‘...‘.‘...‘.ll“.l“.“‘.l“.l‘l“‘.l“.l gy gy gy e e gy ol gy o o g e g ol o g g e ol ey g e o g g o g g o o o g o g o g e o g
- *I-*I-*_I-*I-*I*I-*I-*I-*_I-*I-*I-*_I-*I-*4*I-*I-*I-*_I-*I-*I-*_I-*I-*l-*_I-*l*l*l*l*l*l*l*l*l*l*l*l* l-*_I-*I-*I-*_I-*I-*I-*_I-*I-*I-*_I-*I-*I-*_I-*I-*l-*I-*I-*I-*_I-*I-*I-*_I-*I*I-*_l*l*l*l*r*:*t*:*f*:*r*:*

e rprr s rFr S rFF SRy
-

N N
S M S N S N A T

L]

".-I-I-I-I-I-'-I-I-'-'-I-'-I-I-'-I-I-I-'-_

Financial pperations dormain ;pra;;f'fiiize
irequiredAnchors: invoiceid,
counterpartyld, amount} 88

R N I N N N N N N N I N N N N O )
L NE N NE E L E U L N N N L NE I E N NE N NN NE L DL NE L NC L NE N N N N L NI NE L NE N E N N N NE L NE N E L NE N N N NN E L NE N NE L NE N NN NE N
-bh‘-lll*l"l*hll*lll*l"l*l "I*l lh*l"l"l ll*lll*lll 'l ll*lll*l"l*hll*lll*l"l*l ll. “l 'I"l"l ll*lll*l"l*l ll*lll*l"l*hll*lll 'I"l*l ll.‘lll 'I"l"l "I"lll 'I"l"l ll*lll*

e R R R R RN R
T e e e e e e e e e e e

Scoring component
g (GymbOHC CONtEINMERT SCOTING ENRINE) B,
Anchor feature summary Entropy feature summary i Model analysis summary
i {low anchorCoverage: invoigeid & - {nigh entropy score due tovague & i {low modelStabilityscore,  §
angd amount msmg 8% wmszsiﬂg‘} 92 m;ssmg invoiceid/amournt 94
- Contairiment stability score and iabel §

A

iaw score; BREACH) 86

L I
-
*#‘h'#'#‘h‘#'#‘h‘#‘#

. '-'—'"""""""""""""'""""""""""" L L L L R L L L L L L L L L L L L L L U L L L L L L L L L L L L
" el el el el el el el el el el el el el e el el el el el el el el el el el el el el el el Sl el el el el el el e el el el e e e
ARENE AC 30 D C 3 AE S IC AE C 2E BE M L AE 0C 0 AE OE A DERE E DE JE ME D IE M A0 IE ME 20 COE M CSE M AE D IE AE MCDE BE C 0 BE MC M AE NC A NE E DE DE ME DE IE M AL E M L 30 0E )

“y

l'll'll'll'llHl\l\l\l\h\l\l\l\l\l\l\\ 'll'll'll'll'll\l\l\l\l'ﬂl\l\l\l\l\l\

R L e R R BE oI R o RE L R e L R e L RL R L BC RE E RE R R RE L R L L R L SR R R L L e R R R UL L R R URE L R L L R Sl RE SR RE L R RE RECRE R T RE R R R R R A G ot U

Becision component

E e et e

R P
A A L AL LA LA LR LN NN NN N,
e Fr FFFFEFEFEFEFFEFFPESFP PP PP Eo®”

L AR R R R R R N ]

© o 4 4 4- 4 4 4 4 4 4- 4 4 4- 4 4 4 4 4 4- 4 4 4- 4 4 4- 4 4 4- 4 4 4 4 4 4- 4 4 4- e ."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘."‘ oy
--|l'|l'|h'|l'|l'|l'|l'|l'|l'|l'|l\l\l\l\h\l\l\l\ 'll'll'll'll'll'll'lI\h\l\l\l\l\l\l\l\l\l\l\ -

p---'--.--'--'--.--'--'--.--'--'--.--'--'--'--'--'--.--'--'--.--'--'--'--'--'--.--'--'--.--'--'--.--'--'--.--'--' A U i i s pu g

Decision action
{BLOCK) S8

LE bkt E

P M F R R P F R R FE N FF RN F N R FF N FF PN RN RN R R R R PN RN F N R F N F R R E N PR F R R RPN EN RN R T RN
-".."‘.."‘.."‘.."'.."‘.."‘.."‘.."‘.."‘.."'.."‘.."‘.."‘.."‘..*.."‘.."‘.."‘.."‘.."‘.."‘.."‘.."‘.."‘.."‘.."‘.."‘.."‘.."‘.."‘.."'.."‘.."‘.."'.."‘.."‘.. FEFEREBEEEREIEE LR LB DI DN DD

- ri-ll-ll-ll-ll--ll-ll--ll-ll--ll-ll--ll-ll-ll-ll-ll-i
S F R
Frrr s r s r s r r P r F R R R R R R

N A HhF VI P ................................................................................................................;_;_
" =
n *'*I.
o h - “4...
K B - - - -
! Agit abiect n
' [ [ 30
- *
n et
n *'*I.
K . . a w . -
' OF DHOCKED InVOICE renuest
! all A ! L3 E L
N + hi - B F o - b e - :..:n
- *
n : : :-:l_-
: 2 0
o . L‘ e
" [ e Talu
n “*I.
n "-:l_-
Bl X n
"|‘b*b*b*b*b‘b*b*b*b*b*b*b*b‘b*b*b*b*b*b*b*b*b*b*b*b‘b*b*b*b‘b*b‘b*b*b*b*b* b*b*b*b*b*b*b*b*b*b*b*b‘b*b*b*b‘b*b‘b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*lb-.

N e 444-444-44444444444444444444444444444444

' .-
" X om
n “*I-
n L
N et
n “*I.
~ P g _ 5
31' WORM ledser 28
n : : L
N et
' X -
- . -
o u - - - . 11-4'.'
immutable storaget 22
a [ ‘ ' - - - - - NI “*I-
K H ! . i - - - . . B L
N et
n “*I.
n et
.
tEm R R P FFE ST FYS ST FFFFY SN YN SS NSNS S NS FN ST ST FNS NS EEFEE Rl

,‘4-ba--4-'4'4-4'4-4-4-'4'4-4-'4-4'4'4'4-4-'4'4-4-'4-4'4-'4-"4--4-'4'4-4'4'4-4-'4'4-4-'4-4'4-'4-'_4--4-'4'4-4-'4'4-4-'4'4-4-'4'4'4'4'_4-4-'4'_4-4-'4 e e e W e 4-'_4- p‘:p‘_"-:

- "*



U.S. Patent

ig

0

Anchor featire summary
(fult anchorCoverage:

LA A A A A A A8 A8 A AR Al aAAnaAAns Al

L NG N L L N N NN NN N L N N NE N NC L N N L N N NE L L

- b'.".l'.*. "l*

O O S Sl Jal S Ol Ul Qi S Sl el Al U Ja S Sl Ul Al T el

aif required anchors present) 1(}6

i4i#ili#i#ili4‘#‘#14‘4‘#‘4‘4‘#‘4"#

ln*n lh*l ll*h ln*n ln*n ll*h ln*n ln*n 'n*n ln*n lh*l 'n*n ln*n lh*l ln*n ln*n "

ip dp iy dp g dp iy dp g g g dp g g e e e

[ ]

T

Jul. 7, 2026

/.--h-t--i--i--h-t--i--t--i--h-t--t--i--h-t--h-t--t--i--h-t--i--h-i--h-t--t--i--h-t--i--t--i--h-t--t--i--h-h-h-h

: |'*4"l"4"4"l"4"l"l"4"4"l"4"l"4"4"4"4"4"4"l"4"l"4"4‘:4‘:4‘:4‘:4‘:4‘:4:4‘:4‘:4‘:4‘:4‘:4‘:

TTrTrTrTrTrrrr-rYrrrrrrrrrrrrTrrTrrrTrrTrrTrTrTTTTTTTTT

resoive memory

. -r*r‘-r*-r‘-r*-r‘r*-r‘-r*-r‘-r*-r-r*-r‘-r*-r‘-r*-r-r*r‘-r*r‘-r*-r-r*r‘r*r‘r*r‘r*r‘r*r‘r*r-r*
r K B F FREFEFEFEEFEFEFEFEFREEFE
-hiilihiiiliilihlihlii'¢|||||||| |||||| || || ||

{RICHD

-

'|*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*

vr':4-':-:1-:l-:i:l-:i:-:a-:l-:i;l-:i;'-:i:t:i;i:a-':-:an':-:1-':_'-:i:-:;:t:i:i:i:-:;:t:i:i:
bk kb h kb hkFhFh o h FhFhFE F b F LR R R

[FURF R S U U S SR U S S S N N A N N S S A S S S U U E S S S S S

-'"""""""""""""'"""""""""""
Ll e a3 e el et el e et el el e el e e et el e e el e e el e )
ABLAEAE S M ek A 0 AE et 0 E e BE A0 e 0 el P E M NE el ek e IE e I A el

raaaaaaasasasaaasnasnanasa s n s a s s a e a e a s

. '-'—'"""""""""""""'"""""""""""
" ol el el e el el el e e el el el el el el el )
AL Jr.Jr,‘ariar,.ar.q-,‘lr.Jr,‘q-ilr,.ar.Jr,‘lr.Jr,‘q-ilr,‘ar.q-,‘arhar,‘q-.#,‘Jr.q-,‘lriar,‘aridr,‘ar.q-,‘lriar‘q-,‘#

T E T T T TR T T T TR T Y T Y T e Ty e T Y T T Y T T T e e T e

e

. .
-1444-444444-444-444444-444-444-444-444444-444-4

-|l'|l'|h'|l'|l'|l'|l'|l'|l'|l'|l\l\l\l\h\l\l\l\

rrrrrr ey r ey e e

"l'- TPEFSFREEFEFEEFER YRR PN YRR
-bb*b*b*b*b*b‘b*b*b*b*b*b‘b*b*b*b*b*b‘b*b*b*b‘b*b‘b*b*b*b*b*b‘b*b*b*b*b*b‘b

Audit

LT EE N Y

" L] .‘b*b*b*b*b‘b*b*b*b*b*b*b*b‘b*b*b*b*b*b*b*b*b*b*b*b‘b*b*b*b‘b*b‘b*b*b*b*b*

N e

imimutable

Y Y Y YEYYYYYFYYyYyYyyYyyYyyYyyYyyYyyyYywyyYyyYyyYyyYyyYyyYyyYyYyyYyyYyYyyYyYyyYyyYyyYyyYyyYyyYyyYyyYyyyYyyrYyyYyyYyrYyyYyyYyyrYyyYyyYyyryyYyyYyyYyyYyyYyyYyyyYyyYyyyyywyywywywyw
-."‘.."‘-"‘."."‘-"‘-"‘-"‘-"‘."‘."‘-"‘."‘-"‘."‘."."‘-"‘-"‘p"‘-"‘."‘-"‘."‘."‘."‘-"‘."."‘-"‘-"‘p"‘-"‘."‘."‘-"‘."‘-"‘."‘."‘."‘-"-"-"-"-".‘-"."."‘-"."‘."‘."‘."‘.-"‘-"'-"‘.-"‘-"‘."‘ e e el el el e 4'_4-

somsss s s s s s s S s S s S s s s s s s S s s S S S s s S s S S s s S s S S s S S s s e s S S s s S S s S s S S e S S e e S S S S e S S e S Sy

incident remediation text:
'‘Applying patch per Ticket #123 to

expacted 1o reguce
to less than 0.1% 102

ient remediation domain profile

irequiredAnchors: ticketid,

affectedService, rootlause,
axpectedGu

Sconng component
{symbaolic containment scoring engine
32

Entropy feature summary
oW entropy score; concrets
identifiers and gutcomes) 108

Containment stability
score and iabel
ynigh score; STABLE} 112

Sion component
36

Decision action
PASS) 114

object
tor passed incident narrative 116

WORM ledger

Sheet 6 of 8

drdp g dpdp g g dp dp dp dp dp dpdp dp dp dp e dpdy

T o T L T
R el o e el e e et e e el e el e e e e e e e e e e et e e e e

L I I I N
LN ML N L N L L L N L N
A rFrEFrFEFErrrrrrerrerrrErrer 1

TTrTrTrTrTrTrTrrTrrrrrrrTrrrrTrrTrrTrrTrTTrTrTrTTTTTTTTTTTT™T T "

L et A

XY

{eak in service X,
error fate from 5%

x LALLM A ol el ERER
IIIIIIIIIIIIII III III II I I IIIIII

LOC O N N N NN N N L N O N L N LN N N N N N N NN NN N N N N NN

1 r ap dp gy dp g g g dp g g dp e dpdp dp dp dp dp dp dp dp dp dp dp de e
e i i e

.
'_".-I-I-I-I-'-I-I-I-'-I-'-I-I-'-I-I-I-'-I-'-I-I-I-'-I-I-I-I-'-I-I-I-'.

tcome) 104

b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*
CRE R

e N I I I
L L L L L NN L N L N L N N N

i dp dp dp dp g dp dp dp dp e dp dp dp dp dp dp dp dp dp dp dp dp dp dp e dp dw
i i i i

dp g gy g dp -
e

»

- - - - -y
) N ]

LW
i -h"

pdp el

L T
LA N A NN NN N

1::a-:t:i:i:a-':-:i':t:i;i:a-:l-:an:t:1-:i:1-':-:an:t:a-':_'i:i:-:an:t:i:i:;:-:;:t:i:i:ﬁ:-:i
B F bk bk bk ko bk FhF - E kbR R R R

e e
T e e e e e

o

dp dp g dp dp g g dp dp dp dp dp dp dp dp p dp dp o dp dp p g dp dp e dp 4w -
e i i el F

g e e e e e e e e e e e e e e e e e
r [ ] [ ] [ ] r [ ] [ ] [ ] r [ ] | ] [ ]

R I N N I I I I
'-'!'II'IIIIIIII'II'II'I'II'II'II'I'I'I'I'I'II'I'IIIIIII'I'I'I-'I-'I-'I-\'ﬂ

LG L A O N e AE ek e 0 S N E AE E E et A L E E N SE N e A e 30 0 I 0 8

L
e ety
rr e e e

T T T T T T TETTEFTTTETTETTTETTETT T TG

US 12,675,513 Bl

e e e i s e s . sis s s e s s s s sl s s s i s sl s i s sl s . s . s e s . s s

Modet analysis summary
{high moaeiStahilityScore;
clear cause and effect) 110

"Fb—.'"'""""""""""""‘

L N L E L E L NE L NE e NE L NE L N e e
BLAL M L E e Mt l-q-.l-.q-.l-.q-il-.q-.l-.q-.l-.q-

A

L I
-
*#‘h'#'#‘h‘#'#‘h‘#‘#

L L L L R L L L L L L L L L L L L L L U L L L L L L L L L L L L
el el el el el el el el el el Sl el Sl el el el Sl el el el el el el el el )
ILIC I AL Jr,‘Jr.q-,‘driar,‘q-ilr,‘Jr.q-,‘lr.Jr,‘Jrilr,‘ar.q-,‘lr.Jr,‘q-ilr,.ar.q-,‘lr.Jr,‘q-ilr,‘ar.q-,‘lriar,‘q-.#,‘ar X

“y

LR L IR L L Rt e L CRE RE L R R L R R R URE L R R RE R R SRE L Rt AL CRL RL CRE L RL R

dridp dp dp dp dp g g dp dp dp dp g dp dp g dp e dp e -
e i i

L |
_".-I-I-'-I-I-'-I-I-'-I-I-'-I-I-'-I-I-'-I.

LN N NN N NN N N NN NN NN,

L} I-I I.I I.I I.I I.I I.I I-I -.I I.I I-I I.I I.I I-I I.I I.I I-I I.I
I'*I'*l-‘I*I*I-‘I*I*l-‘l‘*l‘*l-‘l*l‘*l-‘I"I'*l-‘l-*I-*l-‘l-*I-*l-‘I*I*I-‘I*I*I-‘I*I*I-‘I*I*l-‘
LI T I I I I L I I D T A TR D D TR T D O I

.,,.

PRV FFFF R FF N FF N NN FFF NN EE N
FEFEREBEEEREIEE LR LB DI DN DD

- ri-ll-ll-ll-ll--ll-ll--ll-ll--ll-ll--ll-ll-ll-ll-ll-i
S F R
Frrr s r s r s r r P r F R R R R R R

¥
L]
L)
L)
L]
L)
L)
L]
L)
L)
L]
L)
L)
L]
L)
L)
L]
L)
L)

B T T R o T
e i

b* b* b* b* b* b* b* b* b* b* b* b‘ b* b* b* b‘ b* b‘ b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b* b*

444-444-44444444444444444444444444444444

storage} 22

P O P PRt PO i i oy

I“’"""""""""'I

LN NN NN N NN NN NN NN NN,

wd
_r-ll-ll--ll-ll-ll-ll-ll--ll-ll--ll-ll--ll-ll--ll-ll

- "*

I*l ll*l "l*l "I*l ll*l "l*l "I*l ll*l "l*l "I*l ll*

L

1':'1-:4-:ln:4-'l-'4-'l-'4-'l-'4-"ln'4-'l-"4'l-'4-'-'4'1-'4'-'4-'-'4'1-'4' o

"-h
.
L

. '—+++++++++++++++++++

L A AN A RN NN N NN NN

[
-_-.\-u-u-u-.\-u-.\-.\-u-u-a-u-.\-.\-u-.\-u-u-a-

[



U.S. Patent Jul. 7, 2026 Sheet 7 of 8 US 12,675,513 B1

L N
-_‘_-r*-_‘_-n-‘

L
'a-"'.\-'.\-"'-n-

'
I
—
*-""'-.
[ ]
E | ""1
s
] -
e

-.-.-.-.-.-.-.-.--.-.-.-.-.-.-.-.--
YTy eEYyrwYyeww
L) _‘_-_‘_-_‘_-*1-_‘_-*- _‘_-_‘_-ln

v
.
)

.*#tttttttttttttttttttttttttttttttttttrtttttttttttttttttttttttttttttttttttti#
. "u"‘b"'-"u"r"u";"»"-"u"‘r"u";"‘ﬂ;"‘u"r"u";"u"-"u"‘-"u"‘;"u"-"u"r"u"‘;"‘u"-"u"‘ﬂu’ r"‘n."‘;"‘u"‘r"‘u";"u"-"u"r"u";"‘b"-"u"‘r"u"‘;"‘b"'-"‘u"‘r"‘u"‘;"‘»"‘-"u"r"u";"u"-"u"r"u";"‘b
L] LI ] 'l'l'l'l'l'l'l '|'|'|'|'| L] ‘-'|'|'|'|'|'|'|'|'|'l'l'l'l1'|'|'|'|'|'|'|'|'|1'|1'|'|'|'|'|1'|'|'|1'|

»
-

-
1
I
-
-
I
-
-
I
-
-
I
-
-
I
-
-
I
-
-
I
-
-
I
-
-
I
-
-
I
-
-
I
-
-
I
-I.
L

L
o
R

Governance draft text:
We guarantee that ne customer will ever &
fose tunds under this grogram .’ 118

L N
"'.\-'.\-"'-u-

L L ) L
'*i*'*i*- i*'

L )
Ty
T N R N R R N LR R R LR R

, .F.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.

'-I

¥
L | 'b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b* b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*

A A I I T N A A R A A R T T I T T AR A A S A

L L
-*-_‘_-_‘_1*-_‘_-;

overpance cormmunication gomain 3
profie {reguiredAnchors: policyld,
residualRisk; forbiddenPhirases:

unconditional guarantess) 120

T w v
-*i*'*i

L L L N
it

L N
ey

L L
ey

L
e
e L N N N N N N N LN N N N A A R A L L A

)

L L
e

L )
)
i

Scoring componant
isymbolic containiment scoring engineg)
32

= e e b i e b i i'i'fi'fffffffffffffffiffff{ffi'tffi’ffi’i’i'ffffffiffffffffi’ffffffffi#

L L )
;

)

L L L
| ] *i *' *i *- *i *'

L]
rr*rrrrrrrr

.-bb*l-‘l'*l"l-‘l"l'*l‘l*l"l- ‘I'*I"I‘I‘I-‘I‘I*I-‘I*I‘I“I"I*I-‘I*I‘I-‘I‘I*I-‘I‘*I“I-‘I *I"I'*I"I-‘I‘I*I-‘I*I‘I-‘I‘I*I-‘I‘*I“I-‘I"I'*I-‘I'*I"I-‘I"I'*I"I*I‘I-‘I‘I*I-‘I*I‘I-‘I“I‘*I- | I
--'l'll'll'l'l'l'l'l % B % B % B % B % B % B % B % &% % B % B % B &% & % &% % &% kB % B &% % % & & & &K & & &K & & &K & & Kk &% kB & B % B % N &N & & L]

>

&

- r

w e U e dr o dr dr ke d drok ok d o ko dr ko kw

e : - e . oo
: : Anchor Teatuyre o

Mode! anagivsis summary &
{righ risk wording;
incomptete risk explanation)

smmary 3
{missing policyid and &
residualRisk anchors) &

124 -

srbidden phrase summary
{unconditionat guarantee detected) 124

a d a dadadadadaeadadasadaeasdasadasadasad
L

ll'll' ll:ll:Il:ll:ll:i:i:i:i:i:i:i:i:i:‘:i:i L 4_ll:ll 4‘Il:ll *II:II 4_ll ¥
lblblblbhblblbhblblblblbbblblblbhblblbhblblblblblbl-

w L w "’ it L L L L L L L L L L L L L L L L L L L L L L L L L L L L L

-*E*I'*I*I‘*I'*I*I‘*I'*I*I‘*I*I‘*I‘*I“l*l‘*l“l*l'*l'*I“I“I“I‘I“I“I“I“I“I‘I“I“I‘I“l“l
= &% & & & & &K & & &K & & K & & &K & & K &K & &K & & &K & & & & & &K & & & & §

L i L L L L L L L L L L L L L L L L L L L L L L L L L L
I‘I‘I‘I‘I‘I‘I‘I‘I‘I‘I‘I‘I'I‘I‘I'I‘I‘I'I'I‘I'l'I‘I'll'l':l:[:i:l:[:itlrl'::

'|l'Irr'rlrr'rlrrrrrrr'r‘rrrrrrrrrrrrv

lr-h

| 4 TR R e tmp e sep tmp ey s iR e e R P er smp er e e ep er e e e

¥
L] "b*b‘b‘b‘b‘b‘b‘b‘b‘b‘b‘b‘b‘b‘b‘b‘b‘b‘
. WA e

b‘b‘b*b‘b‘b‘b‘b‘b‘b‘b‘b‘b‘b‘b‘b‘b‘b‘b‘b [ ] L
- .

o T T T T T T T T T T T T T T T T T T T ST T T T T T T T T T T T T

. i Containment stability score and iabel { J
) - AL
Post-rafactor containiment : {Delow biockScore; BREACH,; 128 2
stability score and fabet

fabove minPassscore;
STABLE) 132

ke gy

*-

Aol odododododododododododododododododdododdoddddoddad
-
¥

Ir-|- PO MO OO O O MO OO OE LS

*""""""""""""'"""""""""T‘

- y-Fy-ry-ry-r--r-ry--r-roerersyr--roeyr-oy-r-eyr--y-e-y--

N N
L I L LN N L LI L

L L LI L L N L L
. -llll*l.‘l*h*l*l'h*l*l*l'l*l*h*l*l*l*l*l*h*l.‘l* l*l"l*l.‘l*h'l*l'l*l*l*l*l*l'h*l*l*l'l*l*h*l*l*ll'«.

Oecision camponent
36

-.--.-.--.-.--.-.- ‘

<

s m e m e .
w YTy yyyYyyYysYyyYyerywywyerw
'*'*‘*-*'*'*'*'*‘*-*'*'*'*'*‘

o
B e i e i i i

]
L N ]
i

| e N
L R N N N R N N N R N
e e e e ol e et el et el el e el e e e e e el el el el e el e et el e el el el e el el e et e et e el e el el e el e e e e el e
o 'h*h*k*k*h*k* 'a‘-'a*'a*'a*'a*'u*'a*'a*'a*'a*'a*'a*'a*'a*'u*'a*'a*'a*H*H*H*'«*H*H*'«*H*H*'« *h*'a*'a*'a*'a*'a*'a*'a*'a*'a*'a*'a*'a*'a*'a*'a*'a*'a*'a*'a*'a*'a*'a*'a*'u*'a*'a*'a*H*H*H*'«*'«*'«*'«*'«*'« g

ol i e b i e e e e e de e e e e e e e e e e e e e e e e e b e e i

‘,‘—
e A E A L E N E A A A R A L A N L R R A R R A EE ke m ek em m m em ok PR E kL E N R R R A R A N A R R A L R A A A A R A A A E A mn i L A E N E A L R A R R R R N R A R R L R A A R E m e m ke ke ek ke em R N E A R A A N L R L R N R A R A L R A N A A A A A A A A E E A m ¢ -
l e ' s
| ] I F =
I - e -
| . I F
1 e i - HE, .
I 15,8 . 8 - P I i . e i - b e
N x "
1 '; 1 i . ; I,t. " i “ *.. I 19 ] i. ‘}J-_
1 - . ol 0 g B o k. F- -0 i wa - - [ - J § 1 )
| . . n el Jr.- | :l‘x.
I - & -
1 ] 1 . - &
X e EEE R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEERNEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE RN .,
: :: 1'1'#'4-'#'#:4-' :Jr:Jr'Jr'Jr:4-'Jr'Jr:4-'Jr'Jr:4-'Jr'Jr:4-'Jr'Jr:4-'Jr'Jr:4-'Jr'Jr:4-'Jr'Jr:4-'Jr'Jr:4-$:Jr:4-:Jr:Jr:4-:Jr'Jr:4-'Jr'Jr:4-'Jr'Jr:4-'Jr'Jr:4-'Jr'Jr:4-'Jr'Jr:4-'Jr'#:4-'#'#:4-'#'#:4-'#'#:4-:# bdr:t. .
Flal Tt bt Tt T Tyl T T g gt gt Rt b T Ry T R gt gt gt Tt T T T T R gt gt gt Bt T ! Tt T gyt Tyt Tt gt bt bt bt Bt R T R T T T Rt R T R T T gt gt gt gt T b R R R T ¥ Ty MY e
P O O Sl S e S el i g e gl S Sl el el E S O O S e S S A g g Sl Sl Sl Al S Sl S Sl g e
m bk h F bk F bk FkF s FhFEk FhFhF kR F R FhR R F R R F b B F kbR F R -
Fr e s s s s s s s s s s s s T T EE R T T R NN A R A NN R R R R NN R A A EE AR R A A AR W W W .
1 .
| x>
| X
¥ -
| . - ]
A : X
| - i » ; ” * ! by - » . - “ﬂ*"
i ;.J"ﬁ ECUINN 3N revaoioring § ﬁg& " T UL
E.‘ L o o X [
1 ] . » I o
i - e -
| ] I )
X v L]
1 . I . - ow X n
- b‘b*l"b‘l'*b‘l'*b*l"b‘l'*b‘l*b*l"b‘l'*b*I“b*l"b*l'*b‘l"b*l‘b*l'*b‘l'*b ‘b‘l*b‘l*b*l'*b‘l*b‘I'*b*l"b*l"b‘I“b*l‘b*l*b‘l*b*l‘b‘l'*b‘l*b*l"b‘l'*b*l. ! . ‘."' h : ‘:"-' .“'. - . ‘*J.'
- - .1 'l L] '|.'| 'l L] .1 '|.'| 'l L] 'l L] 'l L] 'l L] 'l L] 'l L] 'l L] 'l L] 'l L] 'll 'l L] 'l L] '|.'| \.1 'll'l '|.'| \.1 .1 L] .1 'l L] .1 .1 'l L] 'l L] 'l L] 'l - '|. W ‘l-*'|
[ A
¥ - “ ¥
! L0 giication i
g a.
- ¥ TN+ At o
Sl . . . . b
. o . %
) ') a - - . 3 ) iy ) ’ V] :':'-
- o {onaina and refaciored narrativesy 1440 @
b s -
. =k = 1 &
] [ : [ 9]
. . . . o T T T AT T AT AT T T AT AT T T T T T AT T T T T T T T T T T AT AT T e T T AT AT T T AT AT T T T
: REfartG;ﬂEd 'J.Ove Fiia ?}Cp tekt' -: :- -1l.‘b‘l'*b‘I'*b*l'*b‘I‘b‘I'*b*I'*b‘l'*b‘I'*b*I'*b‘l'*b‘I'*b*I‘b‘l*b*l-*b*l*b*l*b*l-*b* - I*b*l-*b*l'*b‘l'*b*I-‘b*I'*b‘I*b*I-‘b*I'*b‘I*b‘I-*b*I‘*b‘l‘*b‘r‘b‘l‘b‘l‘b‘[‘b‘l‘b“b.-
L b -1 .. F. . = — - .-l.-l.' e
. t: B
k e
. Lot
N L] ] LS . . . . n - . . . L
b VT Ry oy - LT . : ey . e
* P eps OF afiy 15 §i23 O TOUC
4 ] . .l L : .
. . . L
b . L
N el L eVl ¥ e e e e e e e e e e e e e e Ml L e e
pperationsl fIsSK i accorgance with i ;
L i ) L N WAl
* L g ¥
: .:l. \ ; -:i . 4, - . ".-I'J" o :l."..'
: ;} : - AN A Y, i-., it. re "-;d- aai ;usk sl i : e
: G!;{.:y GO ‘l‘ .!h.-ga 3'1 l‘ b . L 3 B i 't . ] ‘-I-‘I'-
| | WORM ledger
k . . P
g e T S SR ST T ! . . g o
. = v Sy : P s H :
P remains and is managed under our B : . . | i
; > | :'- immutabie storage} 22
b . . ¥ ¥ J: . . . . .t ..':"1 : 5 * . = A ":" -
b . ol g Tl ; : Lo i R
* standard risk framewdirk.” 130 i o
. - - b a . - il (Ll - X
b L i i _I._Jl." i ‘-I"I .
) : ".-I':". | :-I': .
Y : 2l | : e
B T T



U.S. Patent

1
h
-
lr""4-*4-*4*4-*4-*4-*4-*4-*4-*4-*4-*4*4-*4-*4-*4-*4-*4-1'4-*4-*4-*4-*4-*4-*4-*4-*4*4-*4-*4-*4-*4-*4*4-*4-*4*4-*4-*4-*4-*4-*4-1'4-*4-*4-*4-*4-*4-*4-*4-*4*4-*4-*4-*4-*4-*41'4-*4-*4*4-*4-*4-*4-*4-*4-*4-*4-*4-*4-:4-:4:4:4-:4:4:4:4:4:4-:4:4:4-
kb h ko h b

._5.4.

WORM ladger {immutable storage

b*l*b*h*b*l*b*l*b*l*b*l*b*l*

F bk

LN N

F'h ko hk Fh ko k

Jul. 7, 2026

L]

Sheet 8 of 8

[ ]
]
]
]
k
]
]
L}
]
]
k
]
]
L}
]
]
k
]
]
L}
]
]
k
]
[ ]
L}
]
]
k
]
]
L}
]
]
k
]
]
L}
]
]
k
]
]
'-
]
]
k
]
]
L}
]
]
k
]
[ ]
L}
]
]
k
]
]
L}
]
]
k
]
]
L}
]
]
k
]
]
L}
]
]
k
]
]
L}
]
]
k
p
-|.-|..|.-|.-|..|.-|.-|.-.|-_-Il

Vertfication ciient or auditor

o
ot
I

'Il"ll'll'll'll'll'l'll'll'll'll'll'll'll'll'il'l'll'll'll'll

T T W W W W W W W W W W W W W W W W W W W W W W W W W W W W W W W W W W W W W W
L L L L L L
. 1h*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*

wh wh mh sh sk =k

Veritication AP

R AR R A A A A A N T

..----------------------
wh
L

¥ o O Ty )

-1b b*b*b*b*b*b*b*b*b*b*b*b*b*b*bbbbbbbbbbbbbbbbbbbbbbbbbb
" = = m = 4 = 4 = 4 = 4 = 3 = 35 = 3 = 5 = 4 =y === =g == =g o=y =

'
'
I
'
!
'
I
'
!
'
I
'
!
'
I
'
!
1
'
I
'
!
In
wh ok ok mhonkonhomhomhonk omhouk ouk

ik >
w

Read audit object operation

23

e et e e e e e e e e e e

TEFF PP F PP FFFFFFFFFF R FF PR
. el e el e e e e )
-b\*l*I*l*l*I*l*h*l*l*l*I*l*h*l*l*l*I*l*l*I*l*h*l*l*l*I*l*l*I*l*l*l*l*l*l*l*h*l*l*l L[]

Scoriag comgannent
Symbolic containment scoring engine)
32

00 0 e o e e e et et e et e e e el e e e et e e et e el e e et e e e e e e e e et e et e et e e e

|
1
1
|
1
1
|
1
1
|
1
1
|
1
1
|
1
1
|
1
1
I-
1
1
|
1
1
|
1
1
|
1
1
|
1
1
|
1
1
|
1
L]

N

wh ok nhomk whouh mkonh whowh sk
»

ettt e e e e e

o
:l:i:i:i:i:i:i:i:i:i:i:i
Bk

r b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b F'rrrrbrr b
M = m = 4 = 4 = g = 35 = 3 = 3 = 35 = 5 =4 = 4= == =g = o=og =g ==y o= =

US 12,675,513 Bl

e e e e T e e e
e e e e e e e e L

W W W W W W - W W W W W W W W W W W W W W W W W W W W W W W W wwrweew weewrew w0
LN L LN LN N L L L L N
b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*bb1 .

e e e e e e e e e e e e e e e e e e e e e
P e e e P

W A e e e d  d  d d

e e T e T e e e e T e e e e T e e
e e e e e e e e e e e e e I

x
'4-'4-'4'4-'4-'4'4-'4-'4'4-'4-"4'4-'4-'4'4-'4-'4-'4-'4-'4-'4'4-'4-'4'4-'4-'4'4-'4-'4'&'4'4'#'4'4'&'4'4'&'4:& -

[
[

.
e e T e e T e T e T
B i T T e P

F)

.
e e e S
b*b*b*b*b*b*b*bb- .

22

L D0 0C 0D N O N DE D M 0 DN M NS A AE M

F' bk ko hk Fh kR ok

L DEC 0D ME AE M DE D M 0D N M NE M0 M

X

EIE I NE N B N N N NE N T N N N NE R N R R NE R I N N N N N

]

*""""""""""’"""
drdp dpd pdp dpdp g

L ]

=-rErErrEreErErerFrEreErEreErErEErErErFrEErFrEEFEEFrEEFEEEFEEEFFE
1-b'|*l*'|*l '-'a*l '-.*i "'a*l '-'a*l '-.*i "'a*l '-'a*l '-.*i "'a*l '-'a*l '-.*i "'a*l '-'a*l '-.*i "'a*l '-'a*l '-.*i "H*I*

g-canonicatization ang sea
recomputation stage
144

e
4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4.:4:4.:4:4:4.:4:4:4.:4:4:4-‘:|. _
B % B % B 5% B % & % B % B % B & B & B % B % B % B 5% B % kB % k% BN BN B S B Y R NN -

e e )

M TR T T W TR T TR T T T YT T TR T T T T T W T T T T T W TN T T OTITT OTITT OWTITT MW T W T T T T T T TR T T W TR T TN T T T YT T W T T T T MW T T OWTITT MW OTITT OTITT OTITW T W W

FEE I N B N NE R T N R N NE R T R N N N R T N NE N T RN NN

I N NE B BE R I R NE R NE R T R N N NE R I N NN NE R N NN N N

EIC I NE N BE R I N NE N N N I N NE N NE R I N NE R N R NN N N

ap

Seal compar
fveritiad or not verified

-:4-:l-':q-:l-:q-':-:1-:l-':1:l-:q-':ln:1-:l-':1:l-:1-':ln:1-:l-':1:l-:1-':ln:q-:l-':q-:l-:1-':-:-:t':n:i:t:-:-:t:n:i:t
= bk bk bk rrrrr e rr e rrbrrrlrrrr e rrrir

- T T—T—TTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTT—T T T T T—TTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTT T,

Verification result object
{recordid, verified flag, metadata}

e e e e e e e e e e e
SRR ol 0 0 e 0 e N e 0 e e e e e o e e e e e e e e e e e
= n &N &K & & &K &K & &K &K &K &K K &K & &K &K &K &K & &K K &K &K &K &K &K &K &K & &K &K & &K &K & &K §F § § §

esponse 1o verificat

iy

on and integrity decision

149

e
Frrrrbrrbrbrrbrbrrbrbrrbrbrrbrlrrlrlrr -kl rFrFFs -

148

R R R R R R R R R R R R R R RN R R R R R O R R R MO
b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*b*--
h 8 &N &K &% & &K & &K K & &K K & K &K &K K K &K K K &K K K &K K K &K K K &K K K &K K K &K K K § § =

Al i i i i i i
L et ol e e et el e el el el el el e el e et el el el el e el e et el e el el e et el e e el e e et el el el e el e et el e e el e e e el e et e e el el e el )
EREOE AL OE E 2 IE AE 3L E AF AL AE A SEE AP SE E AL M SE A 3E BE E B AE AE S BE 0E AL ENE B AE AE AP 3E 0E 3 IE AE A0 S AE L3 ME AEAE ME E A AEAEIE SE E S SE AE L BE AE AL ENE A M E )

NS



US 12,675,513 Bl

1

SYMBOLIC CONTAINMENT FIREWALL
FOR AUDITED LANGUAGE

PRIORITY INFORMAITON

This nonprovisional application claims priority to U.S.
Provisional Application No. 63/866,676 filed Nov. 3, 2025.

FIELD OF THE DISCLOSURE

Aspects of the present disclosure generally relate to
governance of natural language interactions in computing
systems, including symbolic containment analysis, risk scor-
ing, and immutable audit logging of text based events.

BACKGROUND OF THE INVENTION

This mvention relates, generally, to computer 1mple-
mented governance of natural language communications.
More specifically, 1t relates to a symbolic containment
scoring engine and canonical containment protocol that
enforce structural stability and tamper evident audit logging
for language based transactions 1 high risk domains.

BRIEF DESCRIPTION OF THE PRIOR ART

Existing language driven systems sufler from two persis-
tent failure modes. In a first failure mode, probabilistic
hallucination, large language models generate fluent text
based on next token probabilities rather than verified facts or
stable structure. Outputs may be logically inconsistent,
structurally incomplete, or unsupported by any underlying
record. Conventional moderation tools, such as sentiment or
toxicity filters, operate 1n a single pass and primarily target
overtly harmiul content rather than structural stability. In a
second failure mode, human operators in high stakes
domains, such as finance, operations, and compliance, can
intentionally or unintentionally use ambiguity, omission, or
circular reasoning to obscure responsibility and intent. Tra-
ditional controls, including passive logs, approval check-
boxes, and simple data loss prevention rules, record what
was said but do not measure whether the narrative meets
domain specific structural requirements or whether key
anchors are missing.

Accordingly, what 1s needed 1s a model agnostic gover-
nance layer that evaluates natural language text for symbolic
containment before it can affect downstream state, assigns a
numeric containment score and categorical label, and
records every decision in an immutable audit object. Such a
system should combine deterministic heuristics and model
assisted structural analysis, operate as a stateless interceptor
between authoring interfaces and execution systems, and
ensure that only text that satisfies domain profile require-
ments 1s allowed to modily critical systems.

The present invention may address one or more of the
problems and deficiencies of the prior art discussed above.
However, it 1s contemplated that the invention may prove
useiul 1n addressing other problems and deficiencies 1n a
number of technical areas. Theretfore, the claimed invention
should not necessarily be construed as limited to addressing
any of the problems or deficiencies discussed herein.

BRIEF SUMMARY OF THE INVENTION

In certain implementations, an ingress mterface executed
by one or more processors receives a request that mncludes
natural language 1nput text, optional structured context, and
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a domain profile identifier. The processors load a domain
proflle associated with the identifier, where the domain
profile specifies required anchors, ambiguity terms, weight-
ing parameters, and threshold values such as a minimum
pass score and a block score, together with mappings from
score ranges to containment stability labels. The mput text 1s
normalized into normalized text, bound to the structured
context, and scanned to extract candidate anchors that cor-
respond to the required anchors defined in the domain
profile.

The processors compute deterministic heuristic features
that include an entropy score derived from occurrences of
the ambiguity terms 1n a tokenized representation of the
normalized text, weighted by proximity of those terms to
action verbs, and an anchor coverage value computed as a
ratio between a count of required anchors present 1n both the
normalized text and the structured context and a total
number of required anchors. Additional flags indicate omis-
sions, self contradictions, and fatal conditions. A model
adapter formats a provider neutral analysis request that
contains the normalized text and domain cues, selects a
language model provider according to a routing policy, maps
the analysis request to a provider specific request, and
returns a normalized response containing a model stability
score, inconsistency findings, and an explanatory summary.

A symbolic containment scoring engine aggregates the
heuristic features and the model stability score using the
weighting parameters 1n the domain profile to produce a
containment stability score and a containment stability label
for the request. A decision engine compares the containment
stability score with the minimum pass score and the block
score and uses the flags to select a decision action of pass,
block, or escalate. The decision engine may generate a
stabilized refactored text that satisfies required anchors and
field level requirements 1n the domain profile. The proces-
sors build a rationale object that summarizes primary factors
driving the containment stability label and secondary con-
tributions from entropy, anchor coverage, and the model
stability score. The processors can also build a reflection
object that describes potential misinterpretations or missing
risk factors, and these objects are associated with the refac-
tored text when present.

An audit object builder assembles a canonical audit object
that includes the domain profile identifier, normalized text,
structured context or a reference to the context, heuristic
features, model stability score, containment stability score,
containment stability label, decision action, rationale object,
reflection object, refactored text, any warning, and an iden-
tifier of the actor associated with the request. The audit
object 1s canonicalized into a deterministic byte representa-
tion by sorting keys, normalizing formatting, and encoding
in a defined way. A cryptographic seal, such as a hash
produced by a cryptographic hash function, 1s computed
over the deterministic byte representation and embedded
into the audit object. The sealed audit object 1s written 1nto
a write once read many ledger implemented as a data store
that uses umque record identifiers and conditional write
policies to prevent modification of existing records and to
restrict deletion operations, thereby providing logical write
once, read many behavior.

In some embodiments, a verification interface or verifi-
cation service retrieves stored audit objects from the write
once read many ledger, canonicalizes each audit object a
second time to produce a second deterministic byte repre-
sentation, recomputes a second cryptographic seal over that
representation, and reports whether the recomputed seal
matches the cryptographic seal embedded 1n the audit
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object, thereby enabling verification of integrity for sym-
bolic containment decisions. In a representative system
embodiment, an ingress interface, symbolic containment
scoring engine, decision engine, model adapter, audit object
builder, write once read many ledger, verification service,
and downstream execution controller are implemented 1n a
stateless orchestration kernel that processes each request as
an independent transaction object without retaining conver-
sational memory across requests. The downstream execution
controller delays modification of a downstream execution
system until after the audit object 1s written to the write once
read many ledger and the decision action 1s pass. Additional
embodiments provide non transitory computer readable
media storing instructions that, when executed, cause pro-
cessors to perform the described operations.

These and other important objects, advantages, and fea-
tures of the mvention will become clear as this disclosure
proceeds.

The invention accordingly comprises the features of con-
struction, combination of elements, and arrangement of parts
that will be exemplified 1n the disclosure set forth hereinafter
and the scope of the invention will be indicated 1n the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

The appended drawings are provided to facilitate a more
detailed understanding of the features of the present disclo-
sure and to support the following specific description. The
disclosure 1s described below with reference to certain
aspects, some of which are illustrated in the appended
drawings. It should be understood that the appended draw-
ings depict only illustrative examples of the disclosure and
are therefore not to be considered as limiting 1ts scope, as the
description may encompass other equally eflective imple-
mentations. In some instances, the same reference numbers
in different drawings may be used to i1dentily the same or
similar elements for ease of understanding.

FIG. 1 1s a system-level block diagram 1illustrating an
example architecture 1n which a containment request is
submitted through an ingress layer, processed by a canonical
containment protocol kernel, evaluated with support from a
model adapter and external model, written to an immutable
ledger, and conditionally executed by downstream systems.

FIG. 2 1s a sequence diagram depicting an example
end-to-end symbolic containment workilow showing
request submission, normalization, profile loading, scoring,
model interaction, reflection and refactoring loops, decision
selection, audit object construction, ledger write, and
response generation.

FIG. 3 1s a flowchart showing an example symbolic
containment pipeline including request receipt, context nor-
malization, scoring operations, rationale formation, reflec-
tion and refactoring, warning and decision stages, audit
object sealing, ledger writing, and client response paths.

FIG. 4 1s a conceptual diagram 1llustrating how a domain
proflle governs the construction of standardized audit
objects, each containing containment analysis, decision data,
and a cryptographic seal stored 1n an immutable ledger.

FIG. 5 1s a diagram 1illustrating an example application of
the symbolic containment firewall to a financial operations
narrative, showing how an incomplete invoice payment
request 1s analyzed, scored, blocked, and recorded in a
canonical audit object.

FIG. 6 1s a diagram 1illustrating an example application of
the symbolic containment firewall to an incident remediation
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narrative, showing how a structurally complete narrative 1s
analyzed, scored, approved, and recorded 1n a canonical

audit object.

FIG. 7 1s a diagram 1illustrating an example application of
the symbolic containment firewall to a governance commu-
nication draft, showing how an unstable draft with forbidden
phrasing 1s analyzed, blocked, refactored, re scored, and
recorded 1n a canonical audit object.

FIG. 8 1s a flowchart illustrating an example verification
worktlow 1n which a verification client requests integrity
checking of a stored audit object, the audit object 1s re
canonicalized and re sealed, and a wverification result 1s
returned.

DETAILED DESCRIPTION OF TH.
INVENTION

(L]

The embodiments described 1n this application relate to
computer implemented systems and methods for enforcing
symbolic containment of natural language transactions and
for recording the results of that enforcement 1n a verifiable,
immutable audit ledger. The invention introduces a canoni-
cal containment protocol that operates as a semantic firewall
between natural language authors and downstream execu-
tion systems. The protocol defines how put text 1s bound
to a domain profile, normalized, evaluated by a symbolic
containment scoring engine, optionally refactored, and
finally recorded 1n a canonical audit object that 1s crypto-
graphically sealed and written to a write once read many
ledger. Only requests that satisiy domain specific contain-
ment thresholds are permitted to modity state 1n downstream
systems.

In contrast with conventional logging or simple content
moderation, the invention treats symbolic containment as a
first class computational object. A transaction 1s not consid-
ered complete until it has been analyzed by the symbolic
containment scoring engine, a decision action such as PASS,
BLOCK, or ESCALATE has been selected, and a sealed
audit object representing that analysis has been committed to
an immutable ledger. This sequence 1s mandatory and occurs
before any state change 1n the target system. The protocol
modifies how computer systems accept, analyze, and com-
mit natural language commands 1n high stakes environments
such as financial systems, incident response consoles, and
governance communications so that unstable or incomplete
commands are prevented from altering persistent state.

FIG. 1 1llustrates one representative system architecture.
A client or user, which may be a human operator, an
automated upstream service, or a generative model, interacts
with the system through client or user input 12. Requests are
submitted using an authenticated network interface such as
Hypertext Transter Protocol Secure. The request 1s first
received by an API gateway 14 providing ingress and
authentication. The API gateway 14 validates credentials,
enforces rate policies, confirms schema conformance, and
converts network level mput mto a normalized internal
request structure. Once validation succeeds, the API gate-
way 14 forwards a valid request to a canonical containment
protocol kernel 16.

The CCP kernel 16 1s the orchestrator and symbolic
containment engine. It receives the input text, any supplied
structured context, a domain profile 1dentifier, and an actor
identity associated with the client. The kernel 16 constructs
a transaction object 1n memory that contains these fields
along with timestamps and internal analysis fields that will
be populated by subsequent stages. The kernel 16 then
coordinates the symbolic containment pipeline, invoking a
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normalization stage, heuristic feature extraction, model
assisted analysis, rationale generation, reflection and refac-
toring, decision selection, and audit object construction.

In order to obtain model assisted structural analysis, the
kernel 16 communicates with a model adapter 18 using an 53
analysis request 19. The model adapter 18 transforms the
analysis request into a format compatible with one or more
external models, such as an external LLM 20. The adapter
18 sends prompts or structured requests to the external
model 20 and receives responses that may include suggested 10
stability scores, lists ol inconsistencies, natural language
explanations, and candidate refactored text. The adapter 18
then normalizes the model output into structured data 17
conforming to an internal schema that the kernel 16 can
process consistently across different providers. 15

Once the symbolic containment pipeline has completed,
the CCP kernel 16 constructs an audit object, canonicalizes
it into a deterministic representation, computes a crypto-
graphic seal, and writes the sealed audit object to a WORM
ledger 22. The WORM ledger 22 may be implemented as a 20
database table with conditional writes, an append only log,
or another persistence mechanism that effectively prevents
modification of existing records. Audit objects may later be
retrieved using a read audit object operation 23 1ssued by a
verification API 24. The verification API 24 recomputes the 25
cryptographic seal and confirms that the audit object has not
been altered since 1t was originally written.

If the decision action determined by the pipeline 1s PASS,
the CCP kernel 16 forwards an execution request to down-
stream systems 26. The downstream systems 26 may include 30
databases, administrative consoles, transaction engines,
messaging systems, or other programmatic interfaces. In a
representative deployment, the kemel 16 acts as a pre
commit gate. No command 1s sent to the downstream
systems 26 until the containment pipeline 1s completed and 35
the audit object has been written to the ledger 22. This
ordering 1s enforced 1n the orchestration logic and provides
a clear technical boundary between proposal of an action 1n
language form and execution of that action in the target
system. 40

The term symbolic containment refers to the process of
evaluating natural language text to determine whether 1ts
symbols, including words, phrases, and narrative structures,
remain within predefined interpretive and risk boundaries
for a particular domain. Symbolic containment 1s not limited 45
to toxicity filters or keyword screening. Instead, 1t examines
whether a narrative includes required anchors, whether
causal reasoning 1s expressed, whether pronoun references
are resolved, and whether explanations are circular or eva-
sive. Symbolic containment 1s expressed numerically 50
through a containment stability score and categorically
through a containment stability label.

The term domain profile refers to a configuration object
that describes how symbolic containment should behave in
a specific domain. A domain profile may include a domain 55
name, required anchors such as case identifiers or policy
references, a minimum pass score and a block score, score
to label mappings, weight parameters for combining heu-
ristics and model scores, lists of ambiguity terms, forbidden
patterns, and escalation policies. By externalizing these 60
parameters, the system allows the same kernel 16 and
scoring engine to be reused across domains such as incident
ledgers, governance commumnications, and creative writing
environments by simply substituting domain profiles with-
out changing the underlying code. 65

The term audit object refers to the canonical record that
the CCP kernel 16 generates for each evaluated transaction.

6

Each audit object includes an identifier, timestamp, actor
identity, input text and context, containment analysis results
including scores and labels, rationale and reflection objects,
decision action, warnings, and a cryptographic seal. Audit
objects 84a and 84b 1n FIG. 4 are examples for two ditfierent
transactions. The audit object 1s serialized 1in a deterministic
way, hashed by a cryptographic function to produce the seal,
and then written to an immutable ledger for later verifica-
tion.

The term write once read many ledger refers to a storage
system that accepts new records but prevents or strictly
controls modification and deletion. A database table config-
ured to accept writes only when a primary key does not
already exist, combined with restricted update permissions,
yields effective WORM behavior. In other embodiments, a
ledger may be implemented using append only logs or
cryptographic accumulators. The essential characteristic 1s
that once an audit object 1s committed to the ledger, later
attempts to alter 1t either fail or are themselves logged 1n a
separately verifiable manner.

In many embodiments, the CCP kernel 16 1s implemented
as a stateless orchestration service. Each time a containment
request arrives from API gateway 14, the kernel 16 con-
structs a new transaction object with a unique identifier,
current timestamp, domain profile identifier, mput text,
context, and actor identity. The kernel 16 does not retain any
conversational history or state from prior transactions. This
stateless design greatly simplifies scaling because multiple
instances of the kernel 16 can process transactions indepen-
dently. It also improves security because compromise of a
single kernel instance does not reveal historical conversa-
tions or contexts beyond the current transaction being pro-
cessed.

The transaction object may include fields for preliminary
flags, such as missing required anchor or presence of poten-
tially unsatfe operations, as well as an analysis section that
will be populated with heuristic features, model derived
metrics, rationale, and retlection. A decision field 1s mitially
set to an undecided status. As each stage of the pipeline
executes, the kernel 16 updates the transaction object with
intermediate results. By the end of the pipeline, the trans-
action object contains the tull symbolic containment record
that will be transformed into an audit object.

FIG. 2 presents a sequence diagram of an example canoni-
cal containment protocol workilow. The user 12 1mitiates a
request represented by step 42, such as submitting an
incident remediation description or an administrative com-
mand justification. The request 1s received by ingress 14,
which corresponds to the API gateway or equivalent mecha-
nism. The ingress 14 authenticates the user 12, validates that
required fields such as domainProfileld and text are present,
and forwards the normalized request 44 to a normalization
component 28.

The normalization component 28 performs context nor-
malization and anchor extraction. Normalization can include
converting text to a canonical encoding, standardizing
whitespace, harmonizing line breaks, and unifving alternate
spellings of certain tokens according to domain require-
ments. Anchor extraction attempts to locate domain specific
anchors in both text and structured context. For example, 1n
a finance domain, anchors might include a ticket 1dentifier,
instrument identifier, and reference to an internal policy. The
normalization component 28 passes this information 46 to a
profile component 30 that loads domain profile settings
based on the supplied domainProfileld. The profile compo-
nent 30 returns the loaded domain profile 48 to the normal-
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1zation component 28, which may immediately set prelimi-
nary flags in the transaction object if required anchors are
obviously missing.

Once basic normalization and domain binding are com-
plete, a scoring component 32 recerves the enriched trans-
action 50 and mmtiates scoring engage 52. The scoring
component 32 extracts heuristic features such as entropy,
anchor coverage, indications of contradictions, and omission
signals that reflect the absence of required narrative struc-
tures. Entropy may be calculated by counting occurrences of
high entropy markers, such as ambiguity terms defined 1n the
domain profile, and dividing this count by the total number
ol tokens, optionally weighted by proximity to verbs that
indicate actions or outcomes. Anchor coverage may be
computed by determining how many required anchors are
present both 1n structured context and explicitly mentioned
in the normalized text, then dividing this count by the
number of required anchors 1n the domain profile.

The scoring component 32 also interacts with the model
adapter 18. As indicated by analysis request 34 and model
response 56, the scoring component 32 sends the normalized
text and domain cues to the model adapter 18. The model
adapter 18 chooses an external model 20, constructs a
provider specific prompt that imstructs the model to perform
structural analysis rather than generative rewriting, and
sends the prompt to the model 20. The returned response
may include a proposed stability score on a normalized
scale, a set of textual explanations of inconsistencies, a list
ol missing elements relative to domain expectations, and an
optional improved version of the text. The model adapter 18
maps these outputs into structured data 17 containing a
model stability score and structured inconsistency findings
and returns them 56 to scoring component 32.

The scoring component 32 then combines the heuristic
features and the model stability score using weighting
parameters from the domain profile to compute a contain-
ment stability score. Penalty terms may be applied 1if the
omission flag or contradiction flag 1s set. The resulting
containment stability score 1s mapped to a containment
stability label according to thresholds in the domain profile.
For example, scores above a mimimum pass score may map
to labels such as STABLE, and scores below a block score
may map to labels such as BREACH. Intermediate scores
may map to labels such as UNSTABLE or REVIEW.

In one embodiment, the symbolic containment scoring
engine aggregates heuristic and model assisted features into
a stability score using domain specific weights and penalty
terms, as illustrated by the following pseudocode:

function computeStabilityScore(features: {
entropyScore: number;

anchorCoverage: number;

modelStabilityScore: number:;
selfContradictionFlag: boolean;

omissionFlag: boolean;

}, weights: {

w1l: number; w2: number; w3: number; w4: number;
w3 number;

}) : number {

const selfContradictionPenalty =
features.selfContradictionFlag ? 1 : O;

const omissionPenalty = features.omissionFlag ?
1:0;

return (

welghts.wl * (1 - features.entropyScore) +
welghts.w2 * features.anchorCoverage +
welghts.w3 * features.modelStabilityScore -
weights.w4 * selfContradictionPenalty -
welghts.w) * omissionPenalty
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-continued

T N

The 1itial scoring output 38 1s supplied to downstream
components. In many embodiments, 1f the label indicates
instability or breach, the system then enters a retlection and
refactoring stage coordinated by refactor component 34.
Communication arrows 64 and 62 1n FIG. 2 illustrate that the
scoring component 32 and refactor component 34 exchange
context and refactored text during this stage. The refactor
component 34 uses the model adapter 18 to request a self
corrected version of the text that meets domain profile
requirements, such as including missing anchors, clarifying
the rationale, specitying expected outcomes, or resolving
ambiguous pronouns. The refactored text 1s then passed back
to scoring component 32 and may be re-analyzed using the
same heuristic and model assisted approach. If the rescore
results 1n 1improved stability that satisfies domain thresholds,
the request may be converted from a potential BLOCK to a
PASS, subject to policy.

When scoring has converged, the scoring component 32
torwards final stability results 66 to decision component 36.
The decision component 36 compares the containment sta-
bility score against the domain profile thresholds and exam-
ines flags such as missing required anchor or presence of
forbidden patterns. If the score i1s equal to or above the
minimum pass score and no fatal flags are present, the
decision component 36 sets the decision action in the
transaction object to PASS and triggers an audit object build
instruction 68. If the score 1s below the block score or a fatal
flag such as missing required anchor 1s set, the decision
component 36 sets the decision action to BLOCK and
triggers a block build instruction 74. Scores 1n between may
result in ESCALATE, 1n which the request requires human
review and 1s logged but not executed automatically.

The sequence of stages described above can be 1mple-
mented 1n software as an orchestration function that initial-
1zes a transaction object, invokes each stage, and writes the
resulting audit object before returning a response. The
following pseudocode 1llustrates one representative imple-
mentation of the canonical containment protocol kernel:

async function runContainment(request:
ContainmentRequest) : Promise<ContainmentResult>

const tx = mitTransaction(request) ;
normalizeContext(tx) ;

computeContainment Features(tx) ;
await runModel Assessment(tx) ;
aggregateScores(tx) ;
generateRationale(tx) ;

await runReflectionAndRefactor(tx) ;
decide AndWarn(tx) ;

const ao = buildAuditObject(tx) ;
await writeAuditObject(ao) ;

return buildClientResponse(tx, ao) ;

h

At the ingress layer, a request handler can invoke the
kernel and enforce the PASS gate to downstream systems, as
illustrated by the following pseudocode:

async function handleContainRequest(httpReq:
HttpRequest) : Promise<HttpResponse> {
const body = httpReq.body;
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-continued

const request: ContainmentRequest = {
domainProfileld: body.domainProfileld,
inputText: body.text,

context: body.context | | { },
actorldentity: httpReq.userld

3

const result: ContainmentResult = await
runContainment (request) ;

if (result.decision.action "PASS") {
await forwardToDownstreamSystem (result) ;
h

return {

statusCode: 200,

body: {

decision: result.decision.action,
warning: result.decision.warning | | null,
stabilityScore: result.stabilityScore,
stabilityLabel: result.stabilityLabel,
rationale: result.rationale

!
I
i

Audit object builder 38 receives build instructions for

PASS and non PASS outcomes. In response, the builder 38
takes the transaction object fields and constructs a canonical
audit object. The audit object includes the transaction 1den-
tifier, timestamp, actor identity, domain profile identifier,
normalized text, context, containment stability score, con-
tainment stability label, heuristic sub scores, model stability
score, rationale object, reflection object i1 present, decision
action, and any warnings or escalation directives. The
builder 38 organizes these fields according to a standard
schema. For example, the schema may include distinct
sections for mputPayload, containmentAnalysis, decision,
and metadata.

Once the audit object has been assembled, the builder 38
canonicalizes 1t mnto a deterministic representation. Canoni-
calization procedures ensure that the same logical contents
always result in the same serialized bytes regardless of
serialization order or formatting environment. Techniques
may 1nclude lexicographically sorting keys 1n nested struc-
tures, normalizing whitespace, encoding strings 1n UTF-8,
and using fixed decimal or 1nteger representations for nums-
bers. After canonicalization, a cryptographic hash function
such as SHA-256 1s applied to the byte representation to
yield a cryptographic seal. The seal 1s then stored as a field
within the audit object itself. The presence of the seal means
that any subsequent change to any field in the audit object
would change the canonical representation and therefore the
recomputed seal, making tampering detectable.

In one illustrative implementation, canonicalization and
seal computation can be expressed by the following pseudo-
code, where keys are sorted recursively and a cryptographic
hash 1s applied to the canonical byte sequence:

function canonicalize AO(ao: AuditObject) : string

1

const sorted = sortKeys Recursively (ao) ;
return JSON.stringify(sorted) ;

h

function computeSeal(ao: AuditObject) : string {
const canonical = canonicalize AO(ao) ;
return hashBytes(canonical, "SHA-256") ;

h

The builder 38 then 1ssues a write operation to WORM
ledger 22, as represented by write steps 70 and 76 in FIG. 3.
In a representative implementation based on a NoSQL
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database, the ledger table uses recordld as a partition key
and may optionally include a timestamp as a sort key. The
write operation 1s constrained by a conditional expression
that asserts that no existing item with the same recordld 1s
present. If the condition fails, the write 1s rejected. Write
permissions are restricted so that only the CCP kernel 16,
running under an approprate role, may insert items. Update
and delete permissions are disabled or heavily restricted to

audit roles that never modify audit content. This design
yields logical write once read many behavior.

After the audit object has been successiully written, the
CCP kemnel 16 returns a response to the requesting client. As
indicated 1 FIG. 3, for PASS decisions the system returns
a response 72 that may include the stability score, stability
label, selected decision, and an excerpt of the rationale. For
BLOCK or ESCALATE decisions, the system returns a
response 78 that describes why the text could not proceed
and may provide suggestions or a refactored version of the
text when allowed by policy. In either case, the response can
include a record identifier allowing auditors to retrieve the
corresponding audit object later.

The verification API 24 allows auditors, regulators, or
integrity checking services to verify that audit objects in the
WORM ledger 22 have not been altered since creation.
When a verification request arrives containing a recordld,
the verification API 24 performs a read audit object opera-
tion 23 to retrieve the stored audit object. To recompute the
seal, the verification API 24 removes or 1gnores the stored
cryptographic seal field, canonicalizes the remaining fields
using the same deterministic procedure used during initial
writing, and computes a fresh hash. If the recomputed hash
matches the stored cryptographic seal, the audit object 1s
considered venfied. If not, the venfication API 24 reports
that the record fails integrity checks, indicating possible
corruption or unauthorized modification 1n the ledger or
communication path.

One exemplary verification routine that recomputes the

seal and compares it to the stored value can be written as:

async function verify AuditObject(recordld:

string) : Promise<{ verified: boolean }> {

const ao = await ledgerGet(recordld) ;

if (tao) {

return { verified: false } ;

h

const { cryptographicSeal, . . . aoWithoutSeal | =
a0;

const recomputedSeal = computeSeal (aoWithoutSeal
as AuditObject) ;

const verified = recomputedSeal
cryptographicSeal;

return { verified | ;

h

FIG. 4 depicts the relationship between domain profile 82
and audit objects 84a and 84b. The domain profile 82
includes at least a primary key such as domainProfileld, a
minimum pass score, a block score, and arrays of required-
Anchors and forbiddenPatterns. It may also iclude escala-
tionPolicy rules that describe when to notity human review-
ers or trigger secondary oversight 1n response to unstable or
high risk language. When a transaction 1s processed, the
scoring component 32 and decision component 36 refer to
the active domain profile 82 to interpret feature values and
thresholds.

For example, a domain profile for an incident remediation
ledger might specify that the minimum pass score 1s eighty
on a normalized scale, the block score 1s forty, and required
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anchors 1nclude ticketld, rootCause, and expectedOutcome.
The same profile may define forbidden patterns that prohibat
language such as personal guarantees or unbounded com-
mitments. When the incident narrative arrives, the kernel 16
evaluates 1t according to these rules. If the narrative refer-
ences the ticketld in structured context but not in text, the

anchor coverage might be partial. If the narrative states that
an 1ssue was fixed but does not describe how or why, the
omission tlag may be set. I the model detects contradictory
statements about which subsystem was aflected, the contra-
diction flag may be set. The scoring engine aggregates these
signals and the decision component 36 compares the result-
ing score and flags against the domain profile thresholds. If
the score 1s eighty five with no fatal flags, the decision 1s
PASS and an audit object similar to 84a 1s created. If the
score 1s thirty with multiple omissions, the decision 1s
BLOCK and an audit object similar to 845 records the denial
and reasons.

In one illustrative implementation, a domain profile and
an anchor extraction routine can be represented using data
structures and pseudocode such as the following. This
representation 1s not limiting, but shows one way to compute
an anchor coverage feature by checking whether required
anchors appear in both structured context and normalized
text:

type DomainProfile = {

1d: string;

domainName: string;

requiredAnchors: string [ |; // ["ticketld", "why",
"expectedOutcome” ]

minPassScore: number:;

blockScore: number;

weights: { wl: number; w2: number; w3: number; w4:
number; w5: number };

highAmbiguityTerms: string[ |; // ["issue”, "problem",
"thing", . . . ]

;3
type Anchors = { [name: string] : boolean } ;
function extractAnchors(

normalized Text: string,

context: any,

profile: DomainProfile

) : { anchors: Anchors; anchorCoverage: number | {
const anchors: Anchors = { } ;

let presentCount = 0;

for (const name of profile.required Anchors) {

const inContext = context && context [name] != null;
const inText =

normalized Text.includes (String (context?.[name] | |
"))

const present = inContext && inText;

anchors [name] = present;

if (present) presentCount += 1;

h

const anchorCoverage =

profile.required Anchors.length === 0

71

: presentCount / profile.requiredAnchors.length;
return { anchors, anchorCoverage | ;

h

"y

The domain profile 82 effectively governs how contain-
ment decisions are made and how audit objects are inter-
preted. An organization may maintain several domain pro-
files, for example for financial command execution, policy
communication, creative writing safety checks, and external
regulatory filings. Each profile encodes the structure of what
counts as a stable and complete narrative 1n that domain.

The model adapter 18 provides a model agnostic interface
that decouples the CCP kernel 16 from any specific natural
language model provider. The adapter 18 implements rout-
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ing logic that selects an appropriate model 20 based on
domain, request size, latency requirements, or available
providers. It maps internal analysis requests into provider
specific prompts, including istructions for the model to rate
semantic stability, identify contradictions, highlight missing
explanations, and propose revised text that meets explicit
structural requirements.

In one embodiment, an analysis request includes the
normalized text, a list of required anchors, a description of
the desired fields 1n the rationale object, and a specification
of what outputs should be returned. The adapter 18 then
formats a structured prompt to an external model such as
Claude or GPT. For example, it may request that the model
return a numeric stability score between zero and one
hundred, a list of sentences that contradict one another,
bullet points summarizing missing anchors, and an
improved narrative that fills the gaps. Upon receiving the
model output, the adapter 18 parses the text or structured
response, extracts the requested metrics, and populates the
structured data 17 that 1s returned to scoring component 32.
Because the scoring component 32 only sees normalized
schema fields such as modelStabilityScore and 1inconsisten-
cyFindings, it remains insulated from provider specific
nuances.

The same adapter 18 may be used for rationale generation
and reflection. For 1nstance, after a stability score has been
calculated, the kernel 16 can supply the score, subscores,
and domain profile constraints to the adapter 18 and request
a concise explanation intended for human auditors. The
adapter 18 obtains this explanation from the model 20 and
returns 1t as part of the rationale object. For reflection, the
kernel 16 can provide the original text and rationale to the
adapter 18 and request a sell assessment that points out any
blind spots or unaddressed risks. The returned retflection
object may then be stored in the audit object and used to train
future domain profiles.

In one representative embodiment, the invention 1s
deployed on a cloud platform using serverless components.
The API gateway 14 exposes routes such as a containment
endpoint and a verification endpoint. The CCP kernel 16 and
model adapter 18 are implemented as stateless compute
functions, for example using managed function services.
The WORM ledger 22 1s implemented as a managed key
value store such as a DynamoDB table with recordld as a
primary key. The external model 20 1s provided as a man-
aged model service such as an LLM accessible through a
platform like Bedrock.

When a client sends a POST request to the containment
endpoint with domainProfileld, inputlext, context, and an
authentication token, the API gateway 14 authenticates the
token and forwards a validated payload to the CCP kernel
16. The kernel 16 1nitializes a transaction, passes through the
pipeline as previously described, writes the resulting audit
object to WORM ledger 22, and returns an outcome to the
client. The entire process 1s designed to complete within a
bounded latency window that 1s short enough to be com-
patible with administrative console operations.

In one reduction to practice, the methods described herein
were 1mplemented 1n a working prototype deployed on a
cloud platform as a service used for incident and risk event
decisions. The implementation used API gateway endpoints
for containment and verification routes, stateless compute
functions for the CCP kernel, the model adapter, and veri-
fication logic, an external large language model service for
structural assessment and refactoring prompts, and a man-
aged key value store table configured as a write once read
many ledger. In operation, mputs such as “Fixing error.”
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without any ticket identifier produced a low stability score,
a breach label, and a BLOCK decision that prevented
execution, while mputs such as “Applying patch per Ticket
#123 to resolve memory leak i service X,” with context
including ticketld TCK-123, produced higher stability
scores, stable labels, PASS decisions, and sealed audit
objects stored in the ledger.

The invention can be applied 1n multiple domains without
changing core logic. In an 1ncident and risk event decision
ledger, a domain profile can require that every remediation
action be tied to a specific ticket identifier, that the cause of
the 1incident be described 1n a way that aligns with internal
taxonomies, and that the expected outcome of the remedia-
tion be clearly stated. The CCP kemel 16 blocks vague
entries such as “fixed i1ssue” that omit required detail and
only allows those that meet structural requirements. Regu-
lators and internal audit teams can later verily that every
approved remediation command recorded 1 downstream
systems 26 has a corresponding sealed audit object 1n ledger
22 documenting the narrative justification.

In a financial operations domain, a domain profile can
require explicit anchors for an invoice number, a counter-
party identifier, and a payment amount before a payment
approval narrative 1s accepted. For example, an operator
might submit the text “Please pay the outstanding invoice
for Acme this week™ with context that omits both 1mvoice
number and amount. The context normalization stage binds
the request to a financial domain profile that lists mnvoiceld
and amount as requiredAnchors. Anchor extraction fails to
find these anchors in either the structured context or the
normalized text, yielding a low anchor coverage value and
setting a missingRequiredAnchor flag. The symbolic con-
tainment scoring engine therefore computes a low contain-
ment stability score, asmgns a BREACH or UNSTABLE
label, and the decision engine selects a BLOCK action. A
corresponding audit object records that the payment request
was blocked because required anchors were missing.

By contrast, an operator might submit “Approve payment
of USD 4,250 on invoice INV-78432 to Acme Manufactur-
ing, due March 31,” with structured context that already
contains the invoiceld and amount fields. In that case, the
anchor extraction function reports full anchor coverage, the
entropy score remains low because there are no high ambi-
guity terms, and the model assisted analysis confirms that
the narrative clearly describes who 1s paid, how much, and
on what basis. The containment stability score exceeds the
mimmum pass score defined in the financial operations
domain profile, the label 1s STABLE, and the decision
engine sets the decision action to PASS. The CCP kernel
writes a sealed audit object capturing the payment narrative,
score, label, and decision and forwards the approved instruc-
tion to the downstream payment system.

In an 1ncident response domain, a brief narrative such as
“Fixed the 1ssue, everything 1s fine now” will be treated as
structurally unstable. The corresponding domain profile may
require explicit reference to a case i1dentifier, aflected ser-
vice, cause of the incident, and expected outcome. When this
vague text 1s analyzed, entropy 1s high due to generic terms
like “i1ssue,” required anchors such as ticketld and rootCause
are missing, and the omission flag 1s set. The system
therefore assigns a low containment stability score and
blocks the narrative from serving as the sole justification for
a change 1 an incident ledger. The refactor stage can
generate a proposed rewrite such as “Applying patch per
Ticket #123 to resolve memory leak 1n service X, expected
to reduce error rate from 5% to less than 0.1%.” which
includes the required anchors. When the refactored text is
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re-scored, the stability score increases above the pass thresh-
old, and a PASS decision 1s recorded along with both the
original and refactored narratives in the audit object.

In a corporate governance communication domain, a
domain profile may emphasize tone and liability aware
language. The symbolic containment scoring engine flags
draits that contain unconditional guarantees, admissions of
fault inconsistent with corporate policy, or references to
unsupported numbers. The retlection and refactoring stage
can propose alternative phrasing that maintains intent while
avoilding language that would increase legal exposure. The
ledger 22 records both the original unstable drafts and the
final approved communications, providing an evidentiary
traill of how governance communications were stabilized
over time.

In an 1nternal corporate governance communication
domain, a domain profile may encode both required anchors
and forbidden phrasing to manage legal exposure. For
example, a drait such as “We guarantee that no customer will
ever lose funds under this program” may be flagged as
unstable because it contains an unconditional guarantee
phrase prohibited by the domain profile and omits required
anchors such as a policy identifier and a description of
residual risk. The omission flag and a forbidden phrase tlag
drive the containment stability score below the block score,
resulting 1n a BLOCK decision and a sealed audit object
recording the unstable draft. A refactored version such as
“This program 1s designed to reduce operational risk 1n
accordance with Policy GOV-214, but residual risk remains
and 1s managed under our standard risk framework”™ satisfies
the required policy reference anchor, removes the guarantee
language, and explicitly acknowledges residual risk. When
re-evaluated, the refactored text receives a higher contain-
ment stability score that exceeds the minimum pass score,
yields a STABLE label, and produces a PASS decision
recorded in the audit ledger.

In a creative writing domain, particularly for trauma
sensitive narratives, a domain profile may focus on semantic
stability, coherence of timelines, and avoidance of narrative
collapse. The engine 1dentifies passages that abruptly shiit
tense, lose referents, or introduce looping paradoxical struc-
tures. The model adapter 18 suggests rewrites that restore
continuity and provide more stable framing. Even though
such a domain may not involve high stakes operational
commands, the same symbolic containment process yields
safer and more structured outputs that can be tracked over
revisions.

In some embodiments, an adversarial corpus of narratives
1s used to tune domain profiles and heuristic functions. This
corpus can include examples of ambiguous, evasive, or
adversarial texts that are known to defeat simple keyword
filters and sentiment classifiers. By running the symbolic
containment pipeline against these narratives, system
designers can calibrate entropy metrics, penalty weights, and
thresholds such that unstable narratives are consistently
flagged by the engine. The corpus can include paradoxical
loops, recursive justifications, and intentionally vague state-
ments. This tuning step does not form part of routine
operation for end users but improves the robustness of the
profiles.

Although many examples herein assume the presence of
an external LLM 20, the invention 1s not restricted to any
particular model type. Structural analysis may also be per-
formed by classical rule based engines, graph based contra-
diction finders, or smaller task specific models. In low
resource environments, the system may rely more heavily on
deterministic heuristics and use model assistance only when
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a transaction falls into a gray area of scores. In other
environments, multiple models may be used in ensemble
fashion, and the model adapter 18 may aggregate their
outputs into a unified stability metric.

Similarly, the WORM ledger 22 can be realized using
different technologies. An organmization with existing log
infrastructure may choose to implement the ledger as an
append only stream to which audit objects are written,
combined with a secondary indexing system for retrieval.
Another organization may prefer to anchor the crypto-
graphic seal of each audit object into a public blockchain at
regular intervals, thereby providing an additional layer of
tamper evidence. The canonicalization and hashing proce-
dures described herein still apply 1n these embodiments, as
they are independent of the specific ledger technology.

The CCP kernel 16 can be integrated with message buses,
service meshes, or orchestration frameworks. For example,
instead of directly forwarding commands to downstream
systems 26, the kernel 16 can place messages on a command
queue that 1s consumed by worker services. Those worker
services can verily that the command is associated with a
PASS audit object whose recordld matches the reference
embedded 1n the command message prior to executing the
command. This additional verification step further ensures
that no command bypasses the containment protocol.

In FIG. §, an example financial operations narrative 1s
evaluated by the canonical containment protocol. An 1nvoice
payment request 86 contains the text “Please pay the out-
standing 1nvoice for Acme this week™ and 1s associated with
structured context that omits an invoice 1dentifier and pay-
ment amount. The request 86 1s bound to a financial opera-
tions domain profile 88 that specifies required anchors
including invoiceld, counterpartyld, and amount, as well as
mimmum pass and block scores and high entropy markers
for vague phrasing.

As the request passes through the symbolic containment
scoring engine 32, an anchor feature summary 90 1s gener-
ated that indicates an anchorCoverage value less than one
because neither mvoiceld nor amount appears 1n the struc-
tured context or in the normalized text. An entropy feature
summary 92 indicates a relatively high entropy score based
on the presence of generic wording such as “outstanding
invoice” without any specific identifier. A model analysis
summary 94 from the model adapter 18 reports a low
modelStabilityScore and inconsistency findings that the nar-
rative does not specily which mvoice should be paid or how
much should be transterred.

The scoring engine 32 aggregates these features mnto a
containment stability score and containment stability label
96 using the domain profile 88 weighting parameters. In this
example, the stability score falls below the block score and
the label 1s set to BREACH. The decision engine 36 there-
fore selects a decision action 98 of BLOCK for the mvoice
payment request 86. An example audit object 100 1s shown
containing the mput text and context, the anchor feature
summary 90, the entropy feature summary 92, the model
analysis summary 94, the resulting containment stability
score and label 96, the decision action 98, and a crypto-
graphic seal, all of which are written to the write once read
many ledger 22.

FIG. 6 1llustrates an example incident remediation narra-
tive evaluated by the same canonical containment protocol.
An 1ncident remediation entry 102 contains the text “Apply-
ing patch per Ticket #123 to resolve memory leak 1n service
X, expected to reduce error rate from 5% to less than 0.1%,”
and 1s associated with structured context that includes a

ticketld field set to “TCK-123" and an aftectedService field
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set to “service X.” The entry 102 1s bound to an incident
remediation domain profile 104 that defines required
anchors including ticketld, affectedService, rootCause, and
expectedOutcome, along with threshold values for pass and
block decisions.

Anchor extraction within the scoring engine 32 produces
an anchor {feature summary 106 that reports {full
anchorCoverage because the required anchors appear in both
structured context and normalized text. An entropy feature
summary 108 shows a relatively low entropy score, retlect-
ing the absence of high entropy markers and the presence of
concrete 1dentifiers and expected results. A model analysis
summary 110 from the model adapter 18 reports a high
modelStabilityScore and indicates that the narrative clearly
identifies the ticket, the technical 1ssue, and the expected
impact ol the remediation.

The scoring engine 32 aggregates these features into a
containment stability score and containment stability label
112 that exceed the mimimum pass score in the incident
remediation domain profile 104 and produce a label of
STABLE. Based on the score and flags, the decision engine
36 selects a decision action 114 of PASS for the incident
remediation entry 102. An example audit object 116 1s
shown that includes the incident narrative 102, context
fields, the anchor feature summary 106, the entropy feature
summary 108, the model analysis summary 110, the con-
tainment stability score and label 112, the PASS decision
action 114, and a cryptographic seal, with the audit object
116 stored 1n the write once read many ledger 22.

In FIG. 7, an internal governance communication drait 1s
evaluated and refactored using the canonical containment
protocol. A client or user mput 12 provides a governance
draft text 118 such as “We guarantee that no customer will
ever lose funds under this program.” The draft 1s associated
with a governance communication domain profile instance
120 that specifies required anchors including a policy 1den-
tifier and a description of residual risk, and that encodes
forbidden phrasing such as unconditional guarantees. The
draft text 118 and the domain profile 120 are provided to the
symbolic containment scoring engine implemented by scor-
ing component 32.

As the governance drait i1s analyzed, an anchor feature
summary 122 1s generated that indicates that required
anchors such as policyld and residualRisk are missing from
both structured context and normalized text, which results 1n
a low anchorCoverage value and a missingRequired Anchor
flag. A forbidden phrase summary 124 indicates that the text
contains an unconditional guarantee phrase that 1s listed as
a forbidden pattern in the governance communication
domain profile 120. A model analysis summary 126 returned
from the model adapter 18 reports a low modelStability-
Score and highlights that the draft does not reference any
governing policy and fails to acknowledge residual risk.

The scoring component 32 aggregates the anchor feature
summary 122, the forbidden phrase summary 124, and the
model analysis summary 126, together with any heuristic
features for entropy, to compute a containment stability
score and containment stability label 128 for the governance
drait 118. In this example, the containment stability score
falls below a blockScore defined in the governance com-
munication domain profile 120, and the label 1s set to
BREACH. The stability score and label 128 are provided to
decision component 36, which selects an initial decision
action 136 of BLOCK for the governance dratt.

The BLOCK decision 136 causes the transaction to enter
a reflection and refactoring stage 60. In this stage, the kernel
supplies the draft, the domain profile 120, and the rationale
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to the model adapter 18 and requests a stabilized rewrite that
satisfies domain requirements. The model adapter 18 returns
a refactored governance text 130 such as “This program 1is
designed to reduce operational risk 1 accordance with
Policy GOV 214, but residual risk remains and 1s managed
under our standard risk framework.” The refactored gover-
nance text 130 includes the required policy reference anchor,
removes the unconditional guarantee phrasing, and explic-
itly describes residual risk management.

The refactored governance text 130 1s re analyzed by the
scoring component 32 using the same symbolic containment
scoring pipeline. Anchor extraction now reports full cover-
age for required anchors, the forbidden phrase summary
indicates that no forbidden phrases are present, and the
model analysis summary indicates that the narrative clearly
references a governing policy and residual risk. These
features are combined into a post refactor containment
stability score and label 132 that exceed the mimmum pass
score 1n the governance communication domain profile 120
and yield a stability label such as STABLE. Decision
component 36 receives the updated score and label 132 and
selects a final decision action 138 of PASS {for the refactored
governance communication.

An audit object 140 1s then constructed that includes the
original governance draft 118, the refactored governance
text 130, the anchor feature summaries 122, the forbidden
phrase summary 124, the model analysis summaries 126, the
pre refactor and post refactor containment stability scores
and labels 128 and 132, the imni1tial BLOCK decision 136, and
the final PASS decision 138, along with a cryptographic seal
computed over a canonical representation of the audit object
contents. The sealed audit object 140 1s written to the write
once read many ledger 22 so that auditors can later verily
how the unstable communication was refactored into an
approved governance message.

FIG. 8 illustrates an example verification and integrity
checking workflow for stored audit objects. A verification
client or auditor 142 1ssues a verification request to verifi-
cation API 24, for example by supplying a record i1dentifier
associated with a previously stored audit object. In response,
the verification API 24 1mitiates a read audit object operation
23 that retrieves a sealed audit object from the write once
read many ledger 22. The retrieved audit object 1s then
provided to a re canonicalization and seal recomputation
stage 144.

In the re canonicalization and seal recomputation stage
144, the verification logic removes or ignores the stored
cryptographic seal field within the retrieved audit object and
applies the same deterministic canonicalization procedure
used at creation time to produce a canonical byte represen-
tation of the remaining content. The verification logic then
applies a cryptographic hash function to this canonical
representation to produce a recomputed seal. The recom-
puted seal and the stored seal are then supplied to a seal
comparison and integrity decision stage 146. If the recom-
puted seal matches the stored seal, the stage 146 determines
that the audit object has not been modified since 1t was
written to the ledger 22 and sets a verified flag. It the
recomputed seal does not match the stored value, the stage
146 determines that the audit object fails integrity checks.

The outcome of the comparison stage 146 1s captured in
a verification result object 148 that includes at least the
record 1dentifier, a verified tlag, and optional metadata such
as timestamps and error mformation. A response 150 is
returned from the verification API 24 to the verification
client or auditor 142 and includes the verification result
object 148. In this way, FIG. 8 illustrates how the same
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canonicalization and sealing procedures used by the con-
tainment pipeline are reused by the verification interface to
provide strong integrity guarantees for stored audit objects
in the write once read many ledger 22.

In the aforementioned detailed description of the present
invention, reference 1s made to the accompanying drawings,
which form a part thereof, and within which are shown by
way of illustration specific embodiments by which the
invention may be practiced. Numerous specific details are
set forth to provide a thorough description of the embodi-
ments of the present invention. It will be apparent to one of
ordinary skill in the art that some embodiments may be
practiced without some of these specific details. It 1s to be
understood that other embodiments may be utilized, and
structural changes may be made without departing from the
scope of the invention.

The following 1s a non-limiting list of reference numerals
used 1n the drawings:

Ref. No. Description

12 Client/user mput

14 API Gateway (1ngress and authentication)

16 CCP kernel (orchestrator and symbolic containment engine)

17 Structured data returned from model adapter

18 Model adapter (provider-agnostic abstraction)

19 Analysis request sent to model adapter

20 External LLM (e.g., Claude, GPT)

22 WORM ledger (immutable storage)

23 Read audit object operation

24 Verification API (audit verification interface)

26 Downstream systems (database / operations)

28 Normalization component

30 Domain profile loading component

32 Scoring component

34 Refactor component

36 Decision component

38 Audit object builder

42 Request receipt/initial mput event

44 Request validation and forwarding

46 Transfer to profile loader

48 Return of loaded domain profile

50 Context normalization and anchor extraction

52 Scoring engage operation

54 Model analysis request (loop call)

56 Model analysis response (loop return)

58 Scoring output handoff

60 Reflection and refactoring stage

62 Refactored text returned for re-scoring

64 Scoring context provided to refactor stage

66 Stability and analysis handoff to decision stage

68 Pass-path initiation toward audit object build

70 Audit object sealing and write to ledger

72 Response to client (pass)

74 Block/escalate initiation toward audit object build

76 Block/escalate write to ledger

78 Response to client (block/escalate)

80 Warning and decision stage

82 Domain profile

844 Audit object (example instance A)

84b Audit object (example instance B)

86 Example mvoice payment request text

88 Financial operations domain profile mstance

90 Anchor feature summary for imvoice request

92 Entropy feature summary for invoice request

94 Model analysis summary for mvoice request

96 Containment stability score and label for invoice request

98 Decision action for invoice request
100 Audit object for blocked invoice request
102 Example mcident remediation narrative text
104 Incident remediation domain profile instance
106 Anchor feature summary for incident narrative
108 Entropy feature summary for incident narrative
110 Model analysis summary for incident narrative
112 Containment stability score and label for incident narrative
114 Decision action for incident narrative
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-continued
Ref. No. Description
116 Audit object for passed incident narrative
118 Governance draft text (unstable)
120 Governance domain profile instance
122 Governance anchor feature summary
124 Forbidden phrase summary
126 Governance model analysis summary
128 Pre-refactor stability score/label
130 Refactored governance text
132 Post-refactor stability score/label
136 Initial BLOCK decision
138 Final PASS decision
140 Governance audit object
142 Verification client or auditor
144 Re-canonicalization stage
146 Seal comparison decision
148 Verification result object
150 Response to verification client

As used 1n this specification and the appended claims, the
singular forms “a,” “an,” and “the” include plural referents
unless the content clearly dictates otherwise. As used 1n this
specification and the appended claims, the term “or” 1s
generally employved in 1ts sense including “and/or” unless
the context clearly dictates otherwise.

All numerical designations, such as measurements, eili-
cacies, physical characteristics, forces, and other designa-
tions, including ranges, are approximations which are varied
up or down by increments of 1.0 or 0.1, as appropriate. It 1s
to be understood, even if 1t 1s not always explicitly stated that
all numerical designations are preceded by the term
“approximately.” As used herein, “approximately” refers to
being within an acceptable error range for the particular
value as determined by one of ordinary skill in the art, which
will depend i part on how the value 1s measured or
determined. When an acceptable range 1s not dictated by the
one of ordinary skill 1in the art, “approximately” refers to
+15% of the numerical when used in connection with
particular values; i1t should be understood that a numerical
including an associated range with a lower boundary of
greater than zero must be a non-zero numerical, and the term
“approximately” should be understood to include only non-
zero values 1n such scenarios.

The phrases “in some embodiments,” “according to some
embodiments,” “in the embodiments shown,” “in other
embodiments,” and the like generally mean the particular
feature, structure, or characteristic following the phrase 1s
included 1n at least one implementation. In addition, such
phrases do not necessarily refer to the same embodiments or
different embodiments.

The advantages set forth above, and those made apparent
from the foregoing description, are efliciently attained. Since
certain changes may be made 1n the above construction
without departing from the scope of the invention, 1t 1s
intended that all matters contained in the foregoing descrip-
tion or shown in the accompanying drawings shall be
interpreted as 1llustrative and not 1n a limiting sense.

Glossary of Claim Terms

Ambiguity terms means a defined set of words, phrases,
or constructions associated with vague, evasive, or linguis-
tically unstable language 1n a given domain, such as generic
nouns without referents or unexplained actions. A domain
profile associates these terms with that domain. The sym-
bolic containment scoring engine counts and weights occur-
rences of ambiguity terms to compute an entropy feature that
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reflects how much unresolved or unstable language appears
in the normalized text for a transaction.

Anchor coverage value means a numeric feature that
represents how completely a narrative references required
anchors defined for a domain. In typical embodiments, the
system determines whether each required anchor 1s present
in both the structured context and the normalized text,
increments a present count for anchors that appear 1n both,
and divides that count by the total number of required
anchors. The resulting ratio 1s used as an iput to the
containment stability score.

Audit object means a canonical, machine readable record
representing a single evaluated text transaction, including at
least the domain profile identifier, normalized text, optional
context or context reference, heuristic features, model sta-
bility score, containment stability score, containment stabil-
ity label, decision action, any rationale object, any reflection
object, any refactored text, and a cryptographic seal. The
audit object 1s serialized in a deterministic format, written to
a write once read many ledger, and later used for verification
and compliance review.

Canonical containment protocol kernel means an orches-
tration component that implements the defined stages of the
canonical containment protocol, including ingress handling,
context normalization, symbolic containment scoring, ratio-
nale and reflection processing, decision selection, audit
object construction, canonicalization, sealing, and ledger
write. The kernel typically operates as a stateless service that
accepts a request, creates a transaction object, invokes
subcomponents such as the symbolic containment scoring
engine and model adapter, and returns a decision together
with summary analysis.

Containment stability label, sometimes referred to herein
as a stability label, means a categorical classification
assigned to a text event based on 1ts containment stability
score and domain specific thresholds. Examples include
labels such as stable, unstable, or breach, or equivalent tiered
categories. A domain profile defines the mapping from score
ranges and flags to labels. The label summarizes semantic
stability and containment 1n a form suitable for routing, user
display, escalation policies, and audit, and 1s stored as part
of the audit object.

Containment stability score means a numeric value that
quantifies how well a narrative satisfies symbolic contain-
ment criteria for a domain. The score 1s computed by
aggregating heuristic features, such as entropy and anchor
coverage, with a model stability score returned from a
structural analyzer, using weights defined 1n a domain
profile and penalty terms for omissions or contradictions.
The resulting score 1s compared with minimum pass and
block thresholds to drive the decision action and contain-
ment stability label.

Cryptographic seal means a value produced by applying
a cryptographic hash function or equivalent one way func-
tion to a deterministic representation of an audit object. In
typical implementations, the audit object 1s canonicalized
into sorted and normalized bytes, hashed using an algorithm
such as SHA 256 or similar, and the resulting digest 1s stored
as the cryptographic seal field. Any change to the underlying
audit object content alters the seal, enabling later verification
of 1ntegrity by recomputing the seal.

Decision action means the classification assigned by the
decision engine that indicates how a system should treat a
grven text transaction with respect to downstream execution.
Examples include pass, block, escalate, or log only, although
tewer or additional categories may be defined. The decision
action 1s determined from the containment stability score,
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containment stability label, and flags 1n view of thresholds
in the domain profile, and 1s stored and enforced through the
audit object and downstream execution controller.

Domain profile means a configuration object associated
with a particular operational or narrative domain that param-
cterizes the symbolic containment pipeline. A domain profile
typically includes a domain identifier, required anchors,
mimmum pass and block scores, score to label mappings,
feature weights, ambiguity terms, and domain specific lexi-
cons or patterns. The canonical containment protocol kernel
loads the appropriate domain profile for each request and
uses 1t to interpret features, compute the contamnment sta-
bility score, and apply decision and escalation rules.

Downstream execution controller means a component
that recerves the decision action and selected outputs from
the containment pipeline and governs whether and how a
requested operation 1s forwarded to a downstream execution
system. The controller enforces a pre commit gate such that
only transactions with a decision action of pass, and option-
ally satistying other policy conditions, are allowed to
modily state 1n the target system. Block and escalate deci-
sions prevent or defer execution while still recording the
event 1n the audit object.

Downstream execution system means any computerized
system, service, or process whose state or behavior may be
modified as a result of a natural language transaction that has
passed through the symbolic containment pipeline.
Examples 1nclude administrative consoles, incident
response systems, databases, approval workilows, risk led-
gers, or publication platforms. The system i1s treated as
external to the canonical containment protocol kernel, and
access to 1t 1s mediated by the downstream execution
controller based on containment decisions.

Ingress 1nterface means the externally facing interface
through which clients submit containment or verification
requests to the canonical containment protocol kernel. In
many embodiments, the ingress mterface 1s implemented as
an authenticated HI'TP or REST endpoint that validates
request schemas, enforces rate limits, attaches actor identity,
and forwards normalized request objects to the kemel. The
ingress interface thus forms the controlled entry point for
text, context, and domain profile identifiers into the sym-
bolic containment pipeline.

Model adapter means an abstraction layer that connects
the symbolic containment scoring engine to one or more
external language models or structural analyzers in a pro-
vider agnostic way. The model adapter receives a provider
neutral analysis request that imncludes normalized text and
domain cues, selects an appropriate provider according to
routing policies, constructs a provider specific request,
invokes the provider API, and normalizes the provider
response into a fixed internal schema containing at least a
model stability score and inconsistency findings.

Model stability score, also referred to as a model assisted
structural stability score, means a numeric value returned or
derived from a model based structural analysis of the
normalized text, indicating coherence, completeness, and
structural alignment with domain criteria. The model stabil-
ity score 1s typically produced by a large language model or
similar analyzer via the model adapter, based on prompts
that include the text and domain cues. This score 1s com-
bined with deterministic heuristic features in the symbolic
containment scoring engine to compute the overall contain-
ment stability score.

Rationale object means a structured representation of the
primary and secondary reasons for a particular containment
stability label and decision action. The rationale object may
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include references to entropy, anchor coverage, model sta-
bility, detected omissions, or contradictions, along with
concise explanatory statements. It can be generated by
deterministic logic, by a model via the model adapter, or by
a combination of both. The rationale object 1s included
within the audit object and may be partially exposed to end
users or auditors.

Reflection object means a structured representation cap-
turing self assessment of the containment analysis and
potential improvements or risk factors not fully expressed in
the original rationale. The reflection object may be generated
by prompting a model with the normalized text, current
scores, and domain requirements to identify misinterpreta-
tions, missing anchors, or underappreciated risks. It can also
be linked to refactored text proposed to improve stability,
and 1t 1s stored within the audit object for use in review,
training, or iterative tuning.

Stateless orchestration kernel means a deployment of the
canonical containment protocol kernel that processes each
containment request as an independent transaction without
retaining conversational memory or long term state across
invocations. The kernel reconstructs all necessary context
from the imcoming request, loads the relevant domain pro-
file, runs the symbolic containment pipeline, writes the audit
object, and returns a decision. This stateless behavior sim-
plifies scaling, 1solation, and security considerations for high
assurance deployments.

Symbolic containment scoring engine means the compo-
nent within the canonical containment protocol kernel that
computes the containment stability score and associated
label for a text transaction. The engine extracts heuristic
features such as entropy scores, anchor coverage, and flags,
invokes the model adapter to obtain a model stability score
and structural findings, and aggregates these values using
welght parameters and penalty terms defined in the domain
profile. Its outputs drive the decision action selection and
audit object construction.

Verification interface means an interface, such as an API
endpoint or service method, that allows clients or auditors to
verily the itegrity of a stored audit object. The verification
interface typically accepts a record identifier, retrieves the
corresponding audit object from the write once read many
ledger, re canonicalizes the audit object content, recomputes
a cryptographic seal, compares the recomputed seal with the
stored seal, and returns a verification result along with
relevant metadata, without altering the underlying ledger
entry.

Write once read many ledger means a data storage system
configured so that each audit object, once committed, cannot
be overwritten or modified, and deletion 1s restricted or
controlled to provide eflective immutability. Implementa-
tions may use database tables with conditional writes and
strict access controls, storage systems with append only
semantics, or other mechanisms. The ledger stores sealed
audit objects for all evaluated transactions and supports later
retrieval and verification of containment decisions for com-
pliance and forensic purposes.

It 1s also to be understood that the following claims are
intended to cover all of the generic and specific features of
the invention herein described, and all statements of the
scope of the mvention that, as a matter of language, might
be said to fall therebetween.

What 1s claimed 1s:

1. A computer implemented method of enforcing sym-
bolic containment for a natural language transaction, the
method comprising:
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a. rece1ving, by an ingress interface, a request comprising,
iput text, optional structured context, and a domain
profile identifier;

b. loading, by at least one processor, a domain profile
associated with the domain profile idenfifier, the
domain profile specitying required anchors, threshold
values, and weighting parameters;

c. normalizing, by the at least one processor, the mnput text
to generate normalized text and extracting, from the
normalized text and the structured context, candidate
anchors, and setting at least one flag indicating whether
required anchors are missing;

d. computing heuristic features that include an entropy
score based on high entropy markers in the normalized
text, an anchor coverage value that represents how
many required anchors are present, and one or more
flags that indicate omissions or self contradictions;

¢. invoking, by the at least one processor, a model adapter
that sends the normalized text and domain cues to a
language model or other structural analyzer and
receives a model stability score and inconsistency
findings;

f. aggregating, by a symbolic containment scoring engine
executed by the at least one processor, the heuristic
features and the model stability score according to the
welghting parameters in the domain profile to produce
a containment stability score and a containment stabil-
ity label;

g. selecting, by a decision engine, based on the contain-
ment stability score, the stability label, and the at least
one tlag, a decision action that includes one of pass,
block, or escalate and optionally generating a refac-
tored text that satisfies requirements 1 the domain
profile;

h. constructing, by the at least one processor, an audit
object that includes the domain profile 1dentifier, the
normalized text, the heuristic features, the model sta-
bility score, the containment stability score, the stabil-
ity label, the decision action, any rationale, and any
refactored text;

1. canonicalizing the audit object into a deterministic byte
representation, computing a cryptographic seal over the
deterministic byte representation using a cryptographic
hash function, and embedding the cryptographic seal
into the audit object;

1. assigning a record identifier to the audit object and
writing the audit object into a write once read many
ledger using a conditional wrte that rejects an
attempted overwrite when the record identifier already
exists; and

k. controlling a downstream execution system so that
modification of persistent state 1s delayed until after the
audit object has been successiully written to the write
once read many ledger and so that only requests
associated with the decision action of pass are permit-

ted to modily state in the downstream execution sys-
tem.

2. The method of claim 1, wherein the domain profile
defines high entropy markers comprising ambiguous terms
and patterns, and the entropy score 1s computed based on
occurrences of the high entropy markers relative to a total
number of tokens in the normalized text.

3. The method of claim 1, wherein the domain profile
specifies a minimum pass score, a block score, and one or
more escalation thresholds, and the selecting comprises
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comparing the containment stability score to the minimum
pass score, the block score, and the one or more escalation
thresholds.

4. The method of claim 1, wherein the model adapter
abstracts vendor specific language model interfaces and
normalizes responses from different providers into a fixed
internal schema used by the symbolic containment scoring
engine.

5. The method of claim 1, further comprising re evaluat-
ing the refactored text by repeating the computing, invoking,
and aggregating to produce a post refactor containment
stability score stored in the audit object.

6. The method of claim 1, wherein the method 1s per-
formed without persisting conversational state between dii-
ferent natural language transactions so that each transaction
1s evaluated on a self contained transaction object.

7. The method of claim 1, wherein the write once read
many ledger 1s implemented using a key value store con-
figured to reject writes that attempt to overwrite a record
identifier that already exists.

8. The method of claim 1, further comprising training or
calibrating the weighting parameters and the threshold val-
ues 1n the domain profile using an adversarial corpus of
narratives that include paradoxical, recursive, or deceptive
texXt patterns.

9. The method of claim 1, wherein the domain profile
encodes required anchors selected from ticket identifiers,
case 1dentifiers, customer identifiers, or regulatory citations
and further encodes role based escalation rules that route the
escalate decision action to a human reviewer.

10. The method of claim 1, wherein the ingress interface
receives the request from an authoring interface operated by
a human or upstream generative model and the downstream
execution system comprises at least one of an administrative
console, a database, or a publication engine, and the method
1s executed between the authoring interface and the down-
stream execution system.

11. A system for symbolic containment of natural lan-
guage transactions, comprising:

a. a client interface including at least one nput endpoint
that recetves mput text, optional context, and a domain
profile 1identifier from a human user, an application, or
a generative model;

. an 1ngress application programming interface coupled
to the client interface;

. a domain profile store;

. a write once read many ledger;

. a downstream execution system; and
at least one processor coupled to a non transitory
memory storing instructions that, when executed by the
at least one processor, cause the at least one processor
to perform operations comprising:

g. loading, from the domain profile store, a domain profile
that provides a domain profile associated with the
domain profile identifier;

h. generating normalized text from the input text and
extracting candidate anchors;

1. computing heuristic features, imnvoking model-adapter
istructions to obtain a model stability score, and
aggregating the heuristic features and the model sta-
bility score imto a containment stability score and a
stability label;

1. selecting a decision action including one of pass, block,
or escalate and optionally generating a refactored text;

k. constructing a canonical audit object containing the

normalized text, the domain profile identifier, the heu-

ristic features, the model stability score, the contain-
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ment stability score, the stability label, any rationale,
the decision action, and any refactored text, and that
computes a cryptographic seal over a canonical repre-
sentation of the canonical audit object;

1. assigning a record 1dentifier to the canonical audit object
and storing the canonical audit object with the crypto-
graphic seal 1n the write once read many ledger using
a conditional write that rejects an attempted overwrite
when the record identifier already exists; and

m.

n. delaying modification of persistent state in the down-
stream execution system until after the canonical audit
object has been stored in the write once read many

L

ledger and permitting modification of persistent state

only when the decision action 1s a pass decision.

12. The system of claim 11, wherein the non transitory
memory further stores model-adapter instructions that, when
executed by the at least one processor, cause the at least one
processor to communicate with multiple language model
providers and normalize responses mto a fixed internal
schema mndependent of provider.

13. The system of claim 11, wherein the write once read
many ledger comprises a cloud hosted database configured
with conditional writes that prevent modification of existing,
records.

14. The system of claim 11, further comprising a verifi-
cation application programming interface having a network
endpoint and verification instructions stored in the non
transitory memory that, when executed by the at least one
processor, cause the at least one processor to retrieve a
stored canonical audit object by record 1dentifier, remove or
ignore a stored cryptographic seal field, re canonicalize
remaining fields using the deterministic canomicalization
procedure used to create the canonical representation,
recompute the cryptographic seal, compare the recomputed
cryptographic seal to the stored cryptographic seal, and
output a verification result.

15. The system of claim 11, wherein the domain profile
store maintains a plurality of domain profiles with different
threshold values and anchor requirements for different
domains selected from incident reporting, corporate gover-
nance communication, and creative writing.

16. A non transitory computer readable storage medium
storing 1nstructions that, when executed by at least one
processor, cause the at least one processor to perform
operations comprising;:

a. recerving a request that mncludes iput text, optional

context, and a domain profile identifier;

b. retrieving a domain profile associated with the domain

profile identifier, the domain profile specifying required
anchors, threshold values, and weighting parameters;
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¢. normalizing the input text to generate normalized text
and extracting anchors from the normalized text and the
optional context;

d. computing heurnistic features and a model assisted
structural stability score for the normalized text;

¢. aggregating the heuristic features and the model
assisted structural stability score according to the
welghting parameters to produce a containment stabil-
ity score and a containment stability label;

f. selecting, based on the containment stability score and
any flags defined by the domain profile, a decision
action including one of pass, block, or escalate;

g. building a canonical audit object that includes the
request, the domain profile identifier, the heuristic
features, the containment stability score, the stability
label, and the decision action:

h. computing a cryptographic seal over a canonical rep-
resentation of the canonical audit object, assigning a
record identifier to the canonical audit object, and
storing the canonical audit object and the cryptographic
seal 1n a write once read many ledger using a condi-
tional write that rejects an attempted overwrite when
the record 1dentifier already exists; and

1. outputting the decision action for use by a downstream
execution system that delays application of the mput
text until after successtul storage of the canonical audit
object 1n the write once read many ledger and that
controls application of the mput text so that only pass
decisions are applied.

17. The non transitory computer readable storage medium
of claim 16, wherein the operations further comprise gen-
crating a machine readable rationale object that explains
contributors to the containment stability score and including
the machine readable rationale object 1n the canonical audit
object.

18. The non transitory computer readable storage medium
of claim 16, wherein the operations further comprise gen-
erating a refactored version of the mput text that satisfies at
least one requirement specified in the domain profile and
storing the refactored version in the canonical audit object.

19. The non transitory computer readable storage medium
of claim 16, wherein the operations further comprise cali-
brating the threshold values 1n the domain profile based on
evaluation of an adversarial corpus of narratives that are
labeled as stable or unstable by human experts.

20. The non transitory computer readable storage medium
of claim 16, wherein the operations are performed for
natural language requests originating from both human
operated authoring interfaces and automated agent processes
and the canonical audit object further records an actor
identity associated with the request.
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